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1

1.1

About this Manual

Structure

This manual describes a particular process. For information on certain
products, we refer you to the manual for the product in question.

For information on how to install software, we refer you to the instruc-
tions delivered with the software.

If you discover errors and/or unclear descriptions in this manual, please
contact your TAC representative.

Note

We are continuously improving and correcting our documentation.
This manual may have been updated.

Please check our Docnet site at www.tac.com for the latest version.

The manual is divided into the following parts:

* Introduction
The Introduction section contains information on how this manual
1s structured and how it should be used to find information in the
most efficient way.

*  Getting Started
The Getting Started section contains a step-by-step description of
how to engineer or carry out different tasks. It also gives you
guided instructions on how to complete a sample project. If you
want more information, see the corresponding chapter in the Ref-
erence section of the manual.

*  Reference
The Reference section contains more comprehensive information
about various parts of the Getting Started section. It also provides
you with information on alternative solutions not covered by the
Getting Started section.

TAC AB, March 2004
0-004-7671-1 (EN)
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TAC Vista IV, Engineering TAC OPC Server for I/NET

1.2

Typographic Conventions

JA

Throughout the manual the following specially marked texts may occur.

Warning

Alerts you that failure to take, or avoid, a specific action might result
in physical harm to you or to the hardware.

Caution

Alerts you to possible data loss, breaches of security, or other more
serious problems.

Important

Alerts you to supplementary information that is essential to the com-
pletion of a task.

Note

Alerts you to supplementary information.

Tip
Alerts you to supplementary information that is not essential to the
completion of the task at hand.

14 (166)
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1.3 How to Use this Book

This document follows a standard style indicating keystrokes, cursor
movement, navigation, and data entry. [/NET software is intended to be
used primarily with a mouse. However, you may use keyboard equiva-
lents as indicated below.

Filenames

Filenames appear in this manual as they appear on the screen of your
computer. To further identify them as files, they appear as uppercase,
italicized letters with any file extensions included. For instance, the con-
figuration file used by your computer upon start up is shown as
CONFIG.SYS.

Menu Commands

Menu selections are shown in bold with initial capitalization as in Edit.
A menu item with the arrow symbol (>) indicates another menu level.

Keystrokes

Keystrokes are shown in bold surrounded by square brackets. For exam-
ple, the Y key is shown as [Y], and the Enter key is shown as [Enter].

Certain standard keys are used within the application to perform certain
system functions within editors, message boxes, etc. These are the
[Enter], [Esc], [Tab], and Up and Down Arrow keys.

[Enter] Key — Use this key to accept or activate a function, typically
a highlighted button.

[Esc] Key — Use this key to cancel an action or editor. You may use
the [Esc] key to backup from successive levels of windows until you
return to the main application window.

[Tab] Key — Use this key to cycle through the available active buttons
or entry fields in an editor or screen.

Up/Down Arrows — Use these keys to move the highlighted selection
from one item to another in the various list, drop-down, and combo
boxes found in the editors.
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2 Welcome to the TAC OPC Server for

I/NET

The TAC OPC Server for I/NET creates a bridge between your I/NET
system and third-party applications. Using this utility and its supporting
software, you can build flexible, reliable building control systems that
integrate security, lighting control, and HVAC functions into an effi-
cient and economical building management solution.

2.1 What's Included?

The installation disk for the TAC OPC Server for I/NET installs the fol-
lowing components and their supporting files:

* I/NET OPC Server INETOPCSERVER.EXE) — This component
allows third party applications to access the I/NET Seven data-
base.

* I/NET Access (INETACCESS.EXE) — The I/NET Access compo-
nent provides the user interface that allows you to configure the
OPC Server.

*  Permissions Database (DBROWSER.MDB) — This database stores
security settings for the various OPC components.

The OPC Server allows third-party applications to communicate with
I/NET Seven.

2.2 System Requirements

2.2.1 Application Compatibility

The I/NET OPC Server has been developed to provide compatibility
with the following applications:

e I/NET Seven version 1.12 or later
TAC Vista Workstation version 4.20 or later

Refer to the documentation included with these applications for recom-
mended minimum hardware requirements.

TAC AB, March 2004
0-004-7671-1 (EN)
TCON296-02/94
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2.2.2 Hardware Requirements
The following is the minimum configuration for a workstation running
the OPC Server:
*  Pentium III (500 MHz)
* 256 MB RAM
*  24x CD-ROM drive
*  Video display of 800 x 600
*  SVGA Monitor
*  Mouse
+  Keyboard
*  While not required, an uninterruptable power supply (UPS) is
highly recommended.
If you plan to configure your system to communicate on an Ethernet
LAN, you must also have a valid LAN connection.
The OPC Server software needs approximately 40 MB of hard disk
space. You will need additional space for the Permissions database
which can vary in size from 300 KB to over 10MB, depending on the
size of the I/NET system. Before installing the OPC Server ensure that
you have sufficient hard disk space. If the I/NET system is extended at
any time, remember also to allow for additional disk space to accommo-
date the Permissions database which will also increase in size.
Please contact your network system administrator if you have any ques-
tions on these requirements.
2.2.3 Software requirements
"7  Note
You must have administrative privileges in order to install programs
on a Windows 2000/XP workstation.
*  Microsoft Windows 2000 (with Service Pack 2 or later) or Win-
dows XP Professional
* Interface proxies and definitions (stubs) for OPC Proxy and Auto-
mation, release 1.0a and 2.0.
If you plan to configure your system to communicate on an Ethernet
LAN, you must also have a valid LAN connection that includes the fol-
lowing:
*  Microsoft TCP/IP
*  Properly assigned static IP address
» IP Mask
*  Gateway IP address
18 (166) TAC AB, March 2004
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224 Exceeding the Minimum Requirements

You may wish to configure your workstation(s) to exceed the minimum
requirements imposed by the applications listed above in order to help
optimize your system.

2.3 Getting Help

The process of implementing the TAC OPC Server for I/NET encom-
passes the use of features provided by supporting applications. At times,
the task of understanding these features can be daunting. Refer to the
information below to find helpful information about the /NET OPC
Server’s supporting applications.

I/NET Seven Documentation

The following manuals are available in Adobe Acrobat PDF format on
the I/NET Seven installation CD-ROM. Optionally, you may order
printed manuals.

*+  TCON298, I/NET Seven System Getting Started
*  TCON299, I/NET Seven System Operator Guide
»  TCON300, I/NET Seven System Technical Reference Guide

TAC Vista Documentation

The following list contains a few of the manuals that are available for
TAC Vista.

*  0-004-7850-0, Installing TAC Software
*  0-004-7848-0, Engineering OPC
*  0-004-7849-0, Operating TAC Vista Workstation

Use DocNet (available as a link on the TAC web site) to locate the most
up-to-date version of all TAC Vista documents.

2.3.1 On-line Help

Within I/NET Seven, TAC Vista, and most other applications, you can
open the online help for an explanation of the fields that appear within
each editor. Most help topics contain active links that take you to related
information in other topics. The online help may also contain a glossary
of commonly used terms.

Internet Links

If you have an Internet connection, try visiting the sites listed below:
*  TAC Global: http://www.tac-global.com

*  TAC Americas: http://www.tac-global.com/americas

*  Microsoft: http://www.microsoft.com

TAC AB, March 2004
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E-mail

Send e-mail to: tss@tac-americas.com

2.3.2 Phone Support

Contact the TAC Americas Customer Support Solutions Team at the
following number:

+1 (800) 830-1274
(Monday—Friday, 8:00 am to 5:00 pm CST)
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3 Quick Start

This section is designed for the user who wishes to install and use the
TAC OPC Server for I/NET with minimum time and effort. It contains
a brief summary of the necessary procedures to start using the TAC
OPC Server for I/NET.

The procedures covered in this Quick Start section contain only basic
information. If you would like more detailed information about all the

procedures covered, or would like to find information necessary to cus-

tomize the TAC OPC Server for I/NET Server, please refer to the appro-

priate section.

3.1 Essential Configuration and Licensing

3.1.1 Installing TAC OPC Server for I/NET

An Install Shield Wizard is responsible for installing the TAC OPC
Server for I/NET and its supporting components. As part of the instal-
lation, all software components needed to run the TAC OPC Server for
I/NET are copied to your hard drive.

Run the Installation Program

1 Insert the TAC OPC Server for I/NET CD-ROM into your
CD-ROM drive

2 Start the installation program as follows:

a  Within Windows, open the Run dialog box by selecting Run
from the Start button.

b  In the Open ficld of the Run dialog box, type d:SetupTACI-
NetServerE.exe (where d is the letter designation of your
CD-ROM drive). Press [Enter].

3 Follow the instructions provided within each installation screen.
Use the Next and Back buttons to navigate between screens.

A default User is created during the installation for convenience and
administrative purposes. The default Username is Administrator. The
password is blank by default. You cannot remove this account; how-
ever, you may wish to assign it a password in order to prevent someone
from gaining unauthorized access.
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3.1.2

3.1.3

Licensing

7

Setting Item

Note
Licenses are required only for those users who wish to operate TAC
OPC Server for I/NET using any client other than TAC Vista.

Caution

If you operate the TAC OPC Server for I/NET without the proper
license and you are not using TAC Vista as a client, the OPC Server
will stop communicating with the client after six hours. You will
have to shut down and restart the client in order to re-establish com-
munications with the OPC server for another six-hour session.

Licenses are provided and administered by the Privilege License
Administrator as a hardware dongle attached to one of your computer’s
1/0 ports and activated by use of a .plf file.

See also:

For more information on a specific topic, please refer to the following:

For Information On See

Installation requirements and Section 2.2, “System Require-
workstation requirements ments”, on page 17

Instillation instructions Chapter 4, “Installation”, on
page 27

User account options Section 8.1, “Users in I/NET
Access”, on page 79

Permissions

I/NET Access stores each item’s permissions in a database. Use the fol-
lowing procedures to add I/NET items to the database, and to set item
permissions.

Log On to I/NET Access
Note

Events are automatically included in the Permissions database at
installation. All other necessary I/NET items must be added to the Per-
missions database.

1 Start I/NET Access by selecting Programs > TAC > INet Access
from the Windows Start button.

2 Logonto I/NET Access by selecting Action > Log On, and pro-
vide a User Name (and Password).

(A default User is defined during the previous Installation process.)
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7

Upload I/NET Data Items
Note

Some OPC clients do not support all characters (like spaces for
instance) You should be aware of the naming conventions within your
OPC client and modify I/NET names accordingly or create a conform-
ing alias in the OPC Server. Vista's OPC client will automatically
translate illegal characters during the import.

1 Select Action > Synchronize.

This launches the Synchronization Wizard that guides you through
the Synchronization process.

2 In the Synchronize Screen, check the Entire Network option in
the left pane.

See also:

For more information on a specific topic, please refer to the following:

For Information On See

Refining the selection of I/NET | Section , “Automatic Upload”,
items to be uploaded during an | on page 114

Automatic Upload

Refining the selection of I/NET | Section , “Manual Upload”, on
items to be uploaded using a page 111

Manual Upload

It is possible at this point to link to the TAC OPC Server for I/NET from
a Client application in order to monitor and/or control I/NET items (data
and AMT events) as part of the daily operation of the I/NET system.

Refine the Configuration

Remove all items that will not be accessed using the TAC OPC Server
for I/NET. Try to reduce the configuration down to the minimum items
necessary to support your application.

3.1.4 Downloading the Configuration to the OPC Server

With the configuration set to meet the requirements of your particular
application, you can now download the configuration to the OPC
Server. Select Action > Download Configuration from the menu.
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3.15 Connecting a Client Application to the TAC OPC Server for
I/NET

1 Launch the Client application

2 Select the OPC Data Access Server program ID
(TAC.INET.OPC.Server.DA.1) to receive I/NET data, or

3 Select the OPC Alarms and Events Server program 1D
(TAC.INET.OPC.Server.AE.1) to receive AMT events, or select
both program ID's to receive both I/NET data and AMT events.

3.2 Optional Configuration

3.2.1 Administration

If you would like to generate an Audit Trail of all Messages (and in par-
ticular Alarm Acknowledgements) generated by the TAC OPC Server
for I/NET while operated by a Client application, you will need to per-
form the following optional steps:

1  Start the TAC OPC Server for I/NET by selecting the TAC OPC
Server for I/NET icon from your desktop,

2 Logon to the TAC OPC Server for I/NET as follows:
a  Within I/NET Access, select Action > Log On, and
b  Provide a User Name (and Password)

¢ Select OK.

3.2.2 Audit Trail
1  Within I/NET Access, select Tools > Options > Messages Tab

2 Enable one of the following options:
*  Would you like the Messages shown on screen?, or
*  Would you messages to be sent to a printer?, or
*  Would you like the messages to be kept in a file?.

3 Configure the selected option’s properties appropriately for your
installation.

3.2.3 Security

For information on setting up security for the I/NET system when con-
nected to Client applications, please refer to the following sections:

»  Section 8.6, “Customizing Permissions”, on page 118.

*  Section, “Changing Permission Defaults”, on page 122.
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4 Installation

This section provides step by step instructions for installing the TAC
OPC Server for I/NET, licensing your software, and instructions for cre-
ating I/NET Access (and TAC OPC Server for I/NET) Users.

4.1 Licensing
"/  Note

Licenses are required only for those users who wish to operate TAC
OPC Server for I/NET using any client other than TAC Vista.

\"A Caution

If you operate the TAC OPC Server for I/NET without the proper
license and you are not using TAC Vista as a client, the OPC Server
will stop communicating with the client after six hours. You will have
to shut down and restart the client in order to re-establish communica-
tions with the OPC server for another six-hour session.

Licenses are provided and administered by the Privilege License
Administrator as a hardware Dongle attached to one of your computer’s
USB ports and activated by a .plf file.

4.2 Software Components

As part of a full Installation, the following components will be copied
to your hard drive:

Table 4.1:

TAC OPC Server for I/NET INetOPCServer.exe

I/NET Access configuration tool | INetAccess.exe

I/NET Access permissions data- | DBrowser.mdb

base
SDK library CsilNetAccess.dll
SDK library CsilnetServices.DLL
Configuration INetAccess.cfg
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4.3

Table 4.1:
Tip of the day INetAccess.tip
Security defaults csidef.bin
Alarms and events test client AlarmClient.exe
Data access test client OPC Client.exe
Comprehensive test client SOClient.exe

Installing the TAC OPC Server for I/NET

The installation CD contains an automated installation program that
installs all necessary TAC OPC Server for /NET components. Install
Shield Wizard simplifies the initial setup by guiding you through the
steps necessary to install the TAC OPC Server for I/NET. The installa-
tion program also configures certain software components to operate
correctly.

Follow the procedures below to run the installation program.

1 Close all other applications running on your system, including
virus-checking software.

2 Insert the TAC OPC Server for /NET CD-ROM into your CD-
ROM drive.

3  Start the installation program as follows:

a  Within Windows, open the Run dialog box by selecting Run
from the Start button.

b In the Open field of the Run dialog box, type d:SetupTACI-
NetServerE.exe (where d is the letter designation of your CD-
ROM drive). Press [Enter].
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4  The first screen shown during the installation lists the components
required to configure your workstation to run the TAC OPC Server

for I/NET.
hd | Component | Needed Version | Installed Version |
t a c ' & Microsoft Intemet Explorer 47221068 6.0.2800.1106
L] 2 & Microsoft Windows Installer 1.10.1029.0 2.0.2600.1106
& Microsaft XML DOM Parser 8.20.87301 8.30.3926.0
& Microsoft Foundation Classes 4.2 5.00.8665.0 6.00.8665.0
@ InstallShield Script Engine 7.07.0.262 7.07.0.262
[ | & TACI/Net Access 200
[# | & TAC I/Net OPC Server 2.00

Some components needed by the product TAC |/Net OPC Server 2.00 have to be
installed on your system.

Please press the Next button to install the missing components

< Bk Next > Cancel |

This list shows “Needed Version” and “Installed Version” informa-
tion for each component. Only components that are missing, or are
of an incompatible version, will be marked for installation.

Ensure that a checkmark is shown in front of each component that
you wish to install. Click Next to continue.

5 InstallShield now launches any of several installation scripts,
depending on which components that are being installed. If multi-
ple scripts are required, they are launched sequentially so that
when one script ends the next script begins.

6  Since each component’s installation is similar, only the TAC OPC
Server for I/NET installation is documented in this section.

InstallShield displays the Welcome screen for the Install Shield
Wizard. Select Next to continue.

{ TAC OPC Server - InsiallShield Wizard

Welcome to the InstallShield Wizard for TAC
OPC Server

The Installshield{(R) Wizard will install TAC OPC Server on your
computer. To continue, dick Next.

WARNING: This program is protected by copyright law and
international treaties.

= Back

Cancel
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InstallShield displays the License Agreement screen. You must
accept the agreement in order to install the component. If you
accept the terms of the license agreement, enable the I accept the
terms in the license agreement option and select Next to con-

tinue.

{3 TAC OPC Server - InstallShield Wizard
License Agreement

Please read the following license agreement carefully.

SOFTWARE LICENSE AGREEMENT

This is a legal agreement between vou (either an individual or an entity). the
end user, and TAC. By opening the sealed software packages and/or by

using this Licensed Product or the Svstem. vou agree to be bound by the
terms of this Agreement. If vou do not apree to the terms of this Agreement,
promptly return the Licensed Product and accompanying items (including
written materials and binders or other containers) to the place from which |

T acrept the terms in the license agreement!

" 1 do not accept the terms in the license agresment

Instalshield

< Back I [ext > I Cancel

Note

If you choose not to accept the terms of the License Agreement, the
Installation program will terminate.

8

Specify a destination folder. By default, the component gets
installed into the drive:\Program Files\TAC INet OPC\ directory
(where drive is the letter designation of the drive containing the
Windows operating system). If necessary, use the Change button
to choose a different location.

Select Next to continue.

{& TAC OPC Server - InstallShield Wizard
Destination Folder &
Click Next to install to this folder, or dick Change to install to a different folder. ‘ .
G Install TAC OPC Server to:
F:\Program Files{TAC INet OPCY change... |

Cancel

< Back
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9 InstallShield now informs you that it is ready to install the compo-
nent. If necessary, you can use the Back button to return to previ-
ous screens and adjust settings. Otherwise, select Install to install
the component.

{8 TAC OPC Server - InstallShield Wizard

Ready to Install the Program ‘_
The wizard is ready to begin installation. B

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard,

Lstallsheld

< Back Cancel |

10 As the selected component is being installed, a progress screen
displays the status of the installation process.

{i§ TAC OPC Server - InstallShield Wizard [_ =]

Installing TAC OPC Server

The program features vou selected are being installed. I
Please wait while the Installshield Wizard installs TAC OPC Server, This may
take several minutes.

Status:
Copying new files

Lastal|shield

= Bath | [dExE =

11 InstallShield informs you when the installation is complete. Select
Finish to close the InstallShield dialog box.

{i# TAC OPC Server - InstallShield Wizard

InstallShield Wizard Completed

The InstaliShield Wizard has successfully installed TAC OPC
Server. Click Finish to exit the wizard.

= Back (Zance]
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12 If another component is marked for installation, its installation
launches at this point.
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5 Using TAC Vista as an OPC Client

When you use TAC Vista as an OPC client, you can perform various
I/NET functions within Vista, including:

*  Modifying I/NET time schedules
*  Acknowledging I/NET alarms
* Including I/NET items on Vista graphic pages

*  Viewing I/NET items from within a web browser (requires TAC
Vista Webstation)

5.1 Networking Guidelines

It is recommended that you use a dual-PC configuration to run I/NET
and Vista concurrently. This allows each PC to independently meet the
resource demands imposed by its application.

Vista Workstation I/NET Workstation
Vista I/NET
Workstation Seven

OPC Client
Driver |

Intranet

<
Vista
Server

Alarms & Events

Data Access

sQL
Server

I/NET
Access
R

Note

In a small installation, you can configure a single PC to run both I/NET
and Vista. Understand, however, that running both applications con-
currently requires that the PC be configured with ample resources.
Configuring a PC to simply meet the minimum requirements for each
application may not yield a system with acceptable performance.

Microsoft Windows offers two security modes for authenticating users,
as follows:
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*  Domains — Domains offer centralized authentication through
domain servers with a single common security database and are
recommended for networks with more than a few machines.

*  Workgroups — Workgroups require that a security database of
user names and passwords be kept on each machine. Due to the
burden of maintaining separate security databases, workgroups are
only recommended for small installations.

Note

Within your OPC application, all workstations (i.e., the OPC server
workstation and all client workstations) must be logged in using the
same Windows user account.

In order for a client to utilize the TAC OPC Server for I/NET, it must
be logged on under the same user account as is active on the I/NET
workstation. Therefore, if you configure your /NET workstation and
OPC client workstation(s) to operate within a workgroup (rather than a
domain), you must create and use a duplicate user account on each
workstation. Domains have centralized user accounts, and therefore, do
not require that you create more than one user account for use with your
OPC application.

5.2 Implementing OPC Control

In order to access I/NET data within Vista, you must not only configure
the TAC OPC Server for I/NET, but you must also create Vista objects
for each item contained in the configuration. The information in this
section describes the tasks required to implement OPC control between
your TAC Vista and I/NET systems.

5.2.1 Configuring the TAC OPC Server for I/NET

The following steps provide an example of configuring the OPC Server
from the I/NET Access application.

1  Start I/NET Access by selecting Programs > TAC > INet Access
from the Windows Start button.

2 Login by typing a valid User name and Password. A default user
name of Administrator with a blank password is created automat-
ically during installation. Select OK to continue.

Log on to I/MNET Access

Fleaze enter your uzer name and password to start,

Uszer name: Administrator

Password:

()8 I Cancel
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3

Using the hierarchical tree view, penetrate through I/NET compo-
nents to expose hosts, links, taps, controllers, DDC modules, DDC
lines, and points.

If you attempt to penetrate a password-protected [/NET controller,
you must enter a password that provides level 3 or level 4 access.
Refer to your I/NET documentation for a description of the four
access levels available for each password-protected controller.

Al-44-MD1 Al-44ND2 AJ-44-ND'3 INDSFOEOID0

Folders by Mame x

Digplay~

@ IYHET Components =
~{Z1 Events
~{Z7 Hosts

EHI0 Links

[ G Dr DB Test

[l 78022 Tap

o TIOZ3 Tap

o THOZE Tap

B * 7902E Tap

&5 7798 Diect1111°

= [:I Devices

[l f* 70041 Embedded
[l f* 75041 Embedded 4 LI

Note

Although I/NET is not required to be running, you must have access
to I/NET hosts/links in order to expose components in [/NET Access.
When you start I/NET Access, the I/O Server and /NET OPC Server
will start automatically.

DLA links are not supported by the TAC OPC Server for I/NET.
Although these links will appear in the hierarchical tree view within
I/NET Access, you can not penetrate them.

4

For each item that will be accessed using the TAC OPC Server for
I/NET, set the item’s permissions in the Access Levels panel.
Whenever possible, remove permissions in order to limit
unwanted traffic between I/NET and TAC Vista. Refer to

Section 8.6, “Customizing Permissions”, on page 118 for more
information.

Acoess Levels X
Permission [t [tz [ 13 ] ta [ 15[ L& | Description
=9 Vishle O Pairt runtime infarmation is visible
(% Configuration Wisible O 0O Point configuration information is visible
Extensions O 0 Paint extensions are visible
= Value O g Paint value is witable
[=® dlarm Acknowledge O 0O g Point alam acknowledge is writable
Control Actions O 0O Paint cantral actions are writable
Details OO0 g Paint details are writahle

Meszage/Cell O 0O 0O g Point message/cell is witable
Parameters O 0O 0 g Paint parameters are writable

(=8 Alarm Inhibit Ext OO0 g Paint alam inhibit ext iz witable
EBATS Ext O 0O 0O g Point 4TS5 extenzion is writable
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Each item is polled at a default rate. If necessary, you can
right-click an item and set its poll rate. For best performance, do
not poll items more frequently then is necessary for your applica-
tion.

Foll Rate of "QADDDZ DO™ E

Poll Rate (s (&4

Default I

Cancel |

Enter the Offline mode by selecting Action > Work Offline from
the menu.

Using the hierarchical tree view, highlight and delete each item
that will not be accessed using the TAC OPC Server for I/NET.
Try to reduce the configuration down to the minimum items neces-
sary to support your application.

Before After
Folders by Mame x Folders by Mame x
Dizplay ~ Dizplay ~
.,f‘" Guplink-32 - @ I/MET Components

{1 Events

L Hosts

B Links

Bl QARURNFR
B[] G4 7716 0004

[ Mud Test

%" ODR-MPR

Bl QARURNFR
&) DCU 7760
=) G4 7716 0004
-2 Lines
2 Modules

-] Q4 7716 0008
04 7716 0007

047712 0013

047728 0017

Q4 7750 001112[11:11]

04 7750 0011412[11:12]

Q4. 7756 0005

04 7760 0018

04 7780 0003 =

B
B
B
B
B
B
B
B
B

LoOOoOoOoOmm

With the configuration set to meet the requirements of your partic-
ular application, you can now download the configuration to the
OPC Server. Select Action > Download Configuration from the
menu.

When the OPC Server is configured, a confirmation message will
appear in the Messages panel.

Messages X
Type | Time | User | Message

@ Infomation 0241042003 14:29:05  Administratar Connection ko OPC server on local machine ok.

@ Infomation  02/10/2003 14:30:13  [System) OPC server reconfigured successfully

I 20 {information & Warnings j Erors k Alams 7
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10 Close I/NET Access by selecting Action > Close from the menu.

The TAC OPC Server for I/NET is now configured and is ready to pro-
vide I/NET data to the Vista client. The next step is to create objects in
Vista that will allow it to communicate with the /NET OPC Server.

5.2.2 Creating and Updating TAC Vista Objects

1

Start the TAC Vista Server by selecting Programs > TAC > TAC
Vista Server > Server from the Windows Start button.

Launch the TAC Vista OPC Tool by selecting Programs > TAC >
TAC Tools > OPCTool from the Windows Start button.

Log into the TAC Vista Server by selecting File > Log In from the
TAC Vista OPCTool main menu.

\Téy!! TAC Vista' IV
T

Username:

Password:

|
OK I Cancel | Help | Options == |

a Ifnecessary, use the Options button to access fields that allow
you to specify additional information such as:

User type
Name of the Vista Server.

Domain (available only if you set User type to “Windows
User”)

b Ifyou are logging in with a User type setting of “Vista User”
or “Windows User”, enter a valid Username and Password.

¢ Select OK to login.

Open an OPC Server session by performing one of the following
actions:

On a single-PC configuration, select File > Open OPC Server >
Local from the menu.

On a dual-PC configuration, select File > Open OPC Server >
Remote from the menu. Locate and highlight the appropriate
server in the resulting dialog box and select OK.

TAC AB, March 2004
0-004-7671-1 (EN)
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7

Two entries appear in the left-hand panel as shown in the following
figure.

“s/TAC Vista OPClool -

Fle View Tools Help

[P a 8|2 =i B|?
- TAC INet OFC Server DA Name | Canoricaltype | TAC Vista type |
[--4g» TAC INet OPC Server

In the figure above, the first item represents the Data Access branch
of the OPC Server. The second item represents the Alarms and
Events branch.

Expand the “TAC INet OPC Server DA” item by clicking on the
plus (+) symbol.

Right-click on a link and select Create/Update TAC Vista
Objects from the popup menu. A selection window opens, allow-
ing you to select or create an object.

“/TAC Vista OPClool - TAC INet OPC Server DA

Fle View Tools Help

| W s % =B (R
€ TAC INet OPC Server DA Name | Canonicaltype | TAC Vista type |
-[E; HOSTS QA 7716 0004
Open olean Binary signal
‘@ TAC INst OPC ring String value
Create/Update TAC Vista Objects... |ring String value
Properties... ring String value
ring String value
Refresh F5 lteger (2B) Multistate signal
ElEtE ring String value
[reate log teger (2B) Multistate sigral
262 LAN Speed Integer (2B) Multistate signal
Ready LOCAL NUM [TAC Vista & 2

Create a new object for the Data Access branch of the OPC Server
as follows:

a Double-click on the name of the Operator Unit.

"-‘/ Select

| TAC vista

OFC Server, HDA Server j J SElect I
Cancel |
i

i
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b Create a new item by clicking the New... icon.

[ ksmor =l %X [2p %

‘ Mame i+ | Type Mew...
- ______‘_.-————,__-

¢ An object type window opens, listing all available item types.
Scroll down to locate the “Units” main branch in the hierar-
chical tree. You can collapse unneeded branches in order to
more quickly navigate through the available types.

"-‘/ Select Type(s) E
El..

Alarm Receivers

[0 &lam Recsiver - File
g5 Alam Receiver - Mail
i Alarm Receiver - Printer

Everts

-CI@] Alarms

Time Events

E@ Time Event Objects
b D Time Event Object
= Files

E@ Excel

~[Jpg] Chart
~[1pg] Repart
O Graphic

Log Export

Help | ’TI

j

|

Cancel |

2

d Underneath the “Units” branch, click the “OPC Server” entry.

Select OK to continue.

G Logical Objects
Eg Urits
E'g Devices

B2 Communication Ports

B _ Field Devices

-~ [JdHE DDE Server

Jfek HDA Server
Lortw/orks Devices

Bt %
_g;_ TALC System?levices

Help | ’TI

Cancel

2
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e Define a name for the new item and hit the [Enter] key or
click the mouse on a blank area of the window.

"-‘/ Select E

[ ksaon = £ X & % B

Mame i+ | Tupe |
B(INET D4 OFC Server

f  Highlight the item that you just created and click the Select
button. The system begins adding new OPC Server objects.
As new objects are being created, a progress bar shows the
status of the process.

GARunNPR
Fieading OPC Objects... Configuration
Creating TAC Vista Objects...

L |

g Refresh the OPCTool window by selecting File > Refresh
from the menu.

8 Minimize the TAC Vista OPCTool window to the Windows task-
bar.

Vista is now configured to communicate with the Data Access branch
of'the TAC OPC Server for I/NET. You can now use Vista Workstation
to configure the communication path for the Alarms and Events branch
of the TAC OPC Server for I/NET.

5.2.3 Setting Up Alarms and Events in TAC Vista Workstation

1 Launch TAC Vista Workstation by selecting Programs > TAC >
TAC Vista Workstation from the Windows Start button.

2 Loginto the TAC Vista Server by selecting File > Log In from the
TAC Vista OPCTool main menu.

to TAC Vista Server

TAC Vista' IV

Username:

Password:

OK I Cancel | Help | Options == |

a Ifnecessary, use the Options button to access fields that allow
you to specify additional information such as:

User type

Name of the Vista Server.
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Domain (available only if you set User type to “Windows
User”)

If you are logging in with a User type setting of “Vista User”

or “Windows User”, enter a valid Username and Password.

(o

Select OK to login.

The object you created for the Data Access branch of the OPC

Server is now available within TAC Vista Workstation. You can
view it by expanding the branches of the “TAC Vista” item shown

in the le

ft-hand pane.

Locate and highlight the Operator Unit item that you configured in

the OPCTool. This item’s name matches the name of the computer
on which it resides.

P4 TAC Vista Workstation - Logged-in: SYSTEM@KSGO1 - KSG01 M= 3 I

i File
7] | Engineering

Wiew  Objects Tools

fodes s x|I®

DQIXDHE &R

Window

Help

- [Elaele0m 00 2 M3 6

KsGo1 |

= 5 TAC Vista
- .g

g INET_DA
- = QARUNNPR

w il | = ksGo1

| I EEEIEE R T == E

| Description
TAC INet OPC

4 |T'Qe
OPC Server

Name

Serve...

|\|’alue Shortcut | =
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5  Create a new object for the Alarms and Events branch of the OPC
Server as follows:

a Right-click on the highlighted item and select New > Device
> OPC Server from the popup menu.

i | W
Collapse 3
Expand Branch L
Open Ctrl+0
D Open in New Window Ctrl+5hift+0
Search... Ctrl+F
| New ’| | Device  # Communication Port
&1 Refresh F5 Object 4 Communication Port - LTA
) E Communication Port - Modem
w Authority E Communication Port - TAC Xenta 511/911
References Cul+R Communication Port - Virtual Modem -
Qz Yew Events DDE Server
Toolbar | HDA Server |
¥ cut Shift+Delete LonWorks Metwork
[y copy crl+C ORC Server 5
»=D Paste Cirly TAC 6501 AT Direct
& Paste shorteut Colsshifisy TAC 6501 Direct
TAC 6505 Direct
K| Delete TAC 6580 Direct
A Rename F2 3 TAC 6585 Direct
[#4  properties 4 TAC 9000 Direct 4
TAC ADUL
TACKE2
TAC LCU-C
TAC PLB Direct
TAC PLE Modem
TAC ¥enta 901 Network
TAC Xenta 901 Network - Modem
TAC ¥enta PP Network
TAC ¥enta PP Network - Modem

6 Define a name for the new item and hit the [Enter] key or click
the mouse on a blank area of the window.

P4 TAC Vista Workstation - Logged-in: SYSTEM@KSGO1 - KSGO1-INET_AE =] E3
File Wiew Objects Tools Window Help
i B 73] Engneering - [Elalle0m 002 M3 v
q KSGO1-TNET_AE | b x
P o [
Siﬁgﬁ LRSI A| | S KSGO1-INET_AE I =] B3
-5 KsG01 IR = E NI T === |
g % Mame i+ | Type | Description | Value I Shorteut I
&5 INET_DA
- =5 QARunNPR

7  Use the following steps to set the Program ID and Class ID for the
newly created item. In order to complete this process, you will
have to copy the necessary information from a property dialog box
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in the Vista OPCTool (the OPCTool should still be running from
previous steps).

a

B TAC Vista Workstation - Logged-in: SYSTEM@&KSGD1 - KSGO1-INE

File  View
7] | Engineering

odes 1 x|
DIXD DG >E -

Objects

Tools

Window  Help

o0l 0m 00

KSGO1-TNET_AE L

pull| = KSGO1-INET_AE

Right-click on the new item in Vista Workstation and select
Properties from the popup menu. A properties dialog box
opens.

0-004-7671-1 (EN)
TCON296-02/94

= _-:) TAC Vista f =
=7 Ksao1 Zl XD E| e
pe
INET_{ Expand — KSGO1-INET_AE M=l E3
- QA Expand Branch
“'533_3 il OPC Server |
- Open cirl+0
B . BT i B General -
" |J Open in New Window Ctrl+5hift+0 Description OPC Server
.. Search... Cirl+F Device Address KSG01-XSRV_02
.. Edit Cirl+E B Settings
__ = QPC Server Program 1D
.. Mew OPC Server Class ID
.. — Remoate Computer
- Commission and Download B Advanced Settings
- Download Parameters Bequeftled Updfte Rat?f fms) D
4| Actual Update Rate {ms 0
Upload Parameters — Deadband (%) 0.00
M Advanced Operations S Poll Method - Use Real Advise ol
YT Ak ’ ey v— v =l
2] Refresh F5
&; Authority
References Cirl+R HE I &= | CEY |
Qz View Events
Toolbar
o | Cut Shift+Delete
I 4
Displays the properties Lﬂ e i
EE— E Cirl+v
& ra Ctrl+Shiftay
>
AB F2
[ properties .
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b Now go to the OPCTool window, right-click the TAC INet
OPC Server item and select Properties from the popup menu.
A properties dialog box opens.

AC Vst OPCiool-TAC et OPC Servr
File View Tools Help
5 = Frogram ID: ITAE.INet.DPE.Server.AE.‘I
m! ol ¢ Class ID {67593E 84-9C7 3-4520-90C0-B 9495CAA 3585}
+ g TAC INet OPC Server DA Name ’ st | LS ERVEIIE
- ‘Il Remote: I
Interfaces... }
Refresh Fo
[Ereate Wandue HUE Lag
J
|
Ready I|
¢ Copy the Program ID from the OPCTool property dialog and
paste it into the OPC Server Program ID field of the Vista
Workstation dialog box.
KsGo1 WET_AE =k
P 1D: AC.IMNet.OPC. 2. AE. I OPC Server
Togram Undo QK |
Class ID: I{8?593E84-9E?3-452D-SDE[T B General ~
Remate: lec2— — Description QPC Server
: % Device Address KSG01-XSRV_02
o B Settings
WElEte 0 2rver Program 1D |
Celet ] OPC Server Class ID Unda
Remote Computer Cut
B Advanced Settings Cony
Requested Update Rate {ms) 0
Actual Update Rate {ms) 0
Deadband (%) 0| I
Poll Method - Use Real Advise I et sl
Arvize Alarme ——————————— LI
oK | Cacel | Hep |
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d Copy the Class ID from the OPCTool property dialog and
paste it into the OPC Server Class ID field of the Vista

Workstation dialog box.
KsGu1 NETAE =k
Program [D: ITAE.INet.DPE.Server.AE.‘I 0k I QPC Server |
Class |D: 15 9C73 o General -
5 Description CQPC Server
Riemote: [Opc2 1 Device Address KSGD1-XSRV_02
m B Settings
Easte TAC INet OPC.Serve
DElete 0 erver Class D |
e Remote Computer Unda
Select Al B Advanced Settings -
Requested Update Rate {ms) 0 Cany
0 =
Pall Method - Use Real Advise v
Srvice Alams Re| coloct Al LI
oK | Cacdl | Hep |
e Ifyou are using a dual-PC configuration, copy the Remote
parameter setting from the OPCTool property dialog and
paste it into the Remote Computer field of the Vista Work-
station dialog box.
KsGu1 NETAE =k
Program [D: ITAE.INet.DPE.Server.AE.‘I 0k I QPC Server |
Class ID: [{675a3E 84-5C73-4520-30C0-B S4TECAATEES} o Generdl =
Remate: Description CQPC Server
: [Irde Device Address KSGO1-XSRV_02
B Settings
Lt QPC Server Program 1D TAC INet OPC.Serve
m OPC Server Class 1D {67593E84-9C73-452
Easte Remote Computer |
Deletz  Advanced Settings Unidy
e Bequested Upd_ate Rate {ms) E Cut
Actual Ups nate {ms, U EDD}'
Deadband (%) a
Pall Method - Use Real Advise I
Advizs Alarme K Ul LI
Select Al
oK | Cacdl | Hep |
f  Inthe Vista Workstation dialog box, scroll down to the Alarm
ID Delimiters field. Select the field and enter a period (“.”) as
the delimiter.
5 Alam Settings
Alarm 1D Delimiters |
Invalid Severity 1
|lea Alarm Prinrte Man el LI
Default value: 1, Min value: 1, Max value: 1000
0K | Cacel | Hep |
g Select OK to accept these settings and to close the dialog box.
h  Refresh the Vista Workstation window by selecting Objects >
Refresh from the menu.
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The Alarms and Events branch of the TAC OPC Server for I/NET is
now configured. Within Vista Workstation you can expand the Alarms
and Events item to view its subordinate items.

P TAC Vista Workstation - Logged-in: SYSTEM@KSGO1 - KSGO1 [ |O] x|
File View Objects Tools Window Help
i 3 /7] | operating - [Elalle0m 002 M3 6
q KsGo1 | b X
QIXPEE eRIEHE
oy s mem|
=7 S AR RERE R EE I =T =] ==
0 s .,I_NCET?_?':ZDI Mame i+ | Type | Description | Value I Shortcut I -
= & bcu_ 7756 soune_7 | [@HINET DA OFCSarver  — TAC INet OPC Serve..
{iz; oTESTOO_AT £Q: stie S AE L s =
: L5 Discharge_water -
-8 INET_DA
- g GARuNNFR
. B QA_7716_0004
e 40001 T £ Treg

"/  Note

You may need to configure the alarm priority maps in Vista to meet
the needs of your particular application.

5.3 Examples of Common Tasks

This section provides examples of some common tasks that you can per-
form within TAC Vista Workstation using the TAC OPC Server for
I/NET. Although there may be several methods for achieving results,
each example below describes a single method.

5.3.1 Making Minor Changes to the OPC Server Configuration

There are times when you may wish to modify the OPC Server config-
uration because of minor changes that have been made within I/NET.
For example, in I/NET you may have created a new point, added a new
point extension to an existing point, changed a time schedule, etc.

The overall process to use in order to update your configuration is as fol-
lows:

1 In TAC Vista Workstation, delete the object associated with the
I/NET item that has changed.

2 In I/NET Access, modify the OPC server configuration by per-
forming the following steps. If necessary, refer to Section 5.2.1,
“Configuring the TAC OPC Server for I/NET”, on page 34 for
more information.

a  Working in the Offline mode, delete the [/NET item that has
changed.

b Download the configuration to the OPC server.

¢ Switch to the Online mode and rediscover the I/NET item that
has changed.
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d Return to the Offline mode and remove any unneeded items
from the configuration.

e Download the configuration to the OPC server.

3 Inthe TAC Vista OPC Tool, recreate the item by performing the
following steps:

a Expand the “TAC INet OPC Server DA” item by clicking on
the plus (+) symbol.

b Right-click on a link and select Create/Update TAC Vista
Objects... from the popup menu.

“/TAC Vista OPClool - TAC INet OPC Server DA

Fle View Tools Help

EIL ISR
= TAC INet OFC Server DA Name | Canonicaltype | TAC Vista type |
-[E; HOSTS QA 7716 0004
- Open olean Binary signal
‘@ TALC INet OPC l:.ling String value
Create//Update TAC Vista Objects... |ring String value
Properties... ring String value
ring String value
Refresh F5 lteger (2B) Multistate signal
ElEtE fing String value
[reate log teger (2B) Multistate sigral
262 LAN Speed Integer (2B) Multistate signal
Ready LOCAL NUM [TAC Vista & 2

¢ In the resulting dialog box, highlight the item that represents
the data access branch of the OPC server (for example,
“INET_DA”).

"-‘/ Select E

|é! KSG j £F ¥ [ B e EE s

Mame 4 | Type |

et OFC Server

d Click the Select button. The system compares the existing
Vista database to the current OPC server configuration and
adds new OPC Server objects as necessary. A progress bar
shows the status of the process.

GARunNPR
Fieading OPC Objects... Configuration
Creating TAC Vista Objects...

L |

e Refresh the OPCTool window by selecting File > Refresh
from the menu.

The Vista database now contains objects that accurately represent the
modified OPC server configuration.
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5.3.2

Performing a Complete Reconfiguration of the OPC Server

If you plan to completely reconfigure the TAC OPC Server for I/NET,
it is good practice to remove the Vista objects associated with the cur-
rent configuration. Otherwise, you could end up with objects in your
Vista database that are no longer associated with any I/NET items.

The instructions below describe the tasks that are necessary in order to
remove and replace an existing configuration of the TAC OPC Server
for I/NET and update the Vista database.

1

Launch TAC Vista Workstation by selecting Programs > TAC >
TAC Vista Workstation from the Windows Start button.

Log into the TAC Vista Server by selecting File > Log In from the
TAC Vista Workstation main menu.

h e TAC vistaiv
S N

Username:

Password:

|
OK I Cancel | Help | Options == |

a Ifnecessary, use the Options button to access fields that allow
you to specify additional information such as:

User type
Name of the Vista Server.

Domain (available only if you set User type to “Windows
User”)

b Ifyou are logging in with a User type setting of “Vista User”
or “Windows User”, enter a valid Username and Password.

¢ Select OK to login.

Ensure that Vista Workstation is operating in the Engineering
mode.

P TAC Vista Workstation - Logged-in: SYSTEM@KSG01 - KSGD1-INET_AE

File  Wiew Objects Tools Window Help

P8 | [erneen —— BI[El0[0l4 @00 2120

Engineering

Operating
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4  Locate and expand the Operator Unit containing your Vista data-
base. In this example, KSGO1 is the name of the operator unit.

P4 TAC Vista Workstation - Logged-in: SYSTEM@KSGO1 - KSGO1 [_ Ol =]
File Wiew Objects Tools Window Help
i B3 ) Engneering - [Elaels0m 002 M3 v
Folders Rl KSGO01 l b X
QDD E RIS |
5 e
%3 FL KB B e E x4 886 EE
INET_AE =
= MName i+ |T'Qe |Descn ion | =
; % INET_DA ’-MET_AE OPC Server OPC Server
""" R S INET_DA OPC Server TAC INst OPC Server...

5 Highlight the data access branch of the TAC OPC Server for
I/NET. In this example, INET_DA is the name of the data access

branch.

P4 TAC Vista Workstation - Logged-in: SYSTEM@KSG01 - KSGO1-INET_DA =] E3

File  Wiew Objects Tools Window Help

i B ) | Engneering - [Elalls0m 00 2 M3 v

q KSGO1-TNET_DA | b x

QDD E RIS |

5 1A v

&7 KsGo1 AR NERERC = NERR S N AR Y A=l
B INET_AE — " | Type | Description |

LGNPR_04 Device Folder
L& GARUNNPR  Device Folder

6 The I/NET links that communicate over the data access branch of
the OPC server are displayed in a window to the right of the Fold-
ers window. Use the mouse or the keyboard shortcut [Ctrl] + a to
select all of the links.

% TAC Vista Workstation - Logged-in: SYSTEM@KSG01 - KSGO1-INET_DA =] E3
File Wiew Objects Tools Window Help
i B3 ) | Engneering - [Elaels 0m 002 M3 v
[Folders 2 x4 KSGO1-TNET_DA | box
J =Wl % [
Jxnbbcas I[Eccomeron  mem
-7 KsGo1 F I ADDEBIEERIXE =S 88 HEE

B INET_AE

Description
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7 Remove the links from the Vista database by right-clicking on any
highlighted link and selecting Delete from the resulting popup
menu.

Open Ctrl+0

Commission and Download
Download Parameters

Upload Parameters

Authority

References Lo+

&

Cut shift+Delete
Copy Ctrl+C
Cirl+v

(3 (1.5 8

ete Shartrt Ctrl+5hift+

|x Delete

A Rename —

Py

@ Properties

8 Now that you have removed the Vista objects associated with the
current OPC server configuration, you can modify the configura-
tion using the same steps that you performed during the initial
configuration:

*  Use I/NET Access to modify the TAC OPC Server for I/NET con-
figuration. Refer to Section 5.2.1, “Configuring the TAC OPC
Server for I/NET”, on page 34 for instructions.

» Use TAC Vista OPC Tool to create and update objects in the Vista
database. Refer to Section 5.2.2, “Creating and Updating TAC
Vista Objects”, on page 37 for instructions.

5.3.3 Including I/NET Items on TAC Vista Graphic Pages

Use the instructions below to add an I/NET item to a Vista graphic page.

1 If you have not already configured the TAC OPC Server for
I/NET, do so now by completing the procedures described in
Section 5.2, “Implementing OPC Control”, on page 34.

2 Open the TAC Vista Graphics Editor by selecting Programs >
TAC > TAC Tools > Graphics Editor from the Windows Start

button.
4 TAC Vista Graphics Editor [H[=] B3
Fle Database Edit Mew Window Help
ol 2|
i-..__ —_————— e ——
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3 Ifyou are not already logged into the Vista server, enter a valid
Username and Password. Select OK to login.

Welcome to TAC Vista E
Please type usermame, then press the TAB QK

key and type the password.

Uszermname: || Cancel
Password: I Help

™ Use cument Windows user.

Pl

4  Start a new graphic page by clicking the New page icon in the
toolbar.

{i# TAC OPC Server - InstallShield Wizard [<]

Welcome to the InstallShield Wizard for TAC
OPC Server

The Installshield(R) Wizard will install TAC OPC Server on your
computer, To continue, dick Next.

WARNING: This program is protected by copyright law and
international treaties.

= Bach

5 Add anew item to the page by clicking a tool in the Drawing
Tools toolbar and then clicking on a blank area in the graphic

page. In this example, we will add a symbol to the page and assign
it an I/NET time schedule.

4 TAC Vista Graphics Editor [H[=] B3 |
Fle Database Edit Drawing Tools View Amange Attibutes Options Window Help

D|{u] 8 2= | ooz 2%1% =% 5 2

B No Name #1 M= 3

Click to place
_$_ object on page

> lElelelololol . =l

Symbol

o

—— P —— R

6 Right-click anywhere on the graphic page to change your cursor
back into an arrow.
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7 Now double-click the new item on the graphic page to view its

attributes.
Dromicvae |
Object: _DK
|| Browse... | z ]
Altribute: il
I j Help |

E& W alue: Calar: ™ Elirk

ID'DD jv - ™ Sound

Sound File:

I Browse... |

8 Select Browse... to locate the I/NET item to assign to this object.
Use the following steps to locate and select an I/NET item.

{i# TAC OPC Server - InstallShield Wizard [<]

InstallShield Wizard Completed

The Installshield Wizard has successfully installed TAC OPC
Server, Click Finish to exit the wizard.

= Bach

Eance] |

a In the Units section, enable the Device Navigation option.
This causes the listbox to display the devices available for
selection.

b Double-click the name of the operator unit containing the
Vista database. In the example screen above, KSGOI is the
only operator unit available.

Ui

' Logical Mavigation
& Device Mavigation

When you double-click the operator unit, the listbox displays
the OPC branches available to that operator unit.

Uit
' Logical Mavigation
& Device Mavigation

INET_AE
INET_D&
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¢ Double-click the name of the data access branch of the TAC
OPC Server for I/NET. In this example, INET DA is the
server’s data access branch.
Lnit:

' Logical Mavigation
& Device Mavigation

|iNET AE =l
- p— -

The listbox displays the I/NET links that are accessible
through the OPC server.

Uit
' Logical Mavigation
& Device Mavigation

[QARuNNPR
FirstFloorMPR
MairBranch

o

d Continue penetrating through the system until you locate the
I/NET point containing the item that you wish to assign to the
graphic page.

Uit
' Logical Mavigation
& Device Mavigation

' Logical Mavigation ' Logical Mavigation

Unit: Unit:
& Device Mavigation ‘ & Device Mavigation

.. = - = TAN04 D] =
DrCl 7760

FirstFloorNFR 04 7716 0004 QAN005_DI

MainBranch | [04_7716_DOGG | 0A0005_DO

o

e Double-click the point to view its available objects. In this
example, a TSS object (i.e., time schedule slave) is available.

Current Object |D: [755_n40004_DO
Current Unit: KSGOT-INET_DA-QARunNPR-Q4_7716_0004-040004_D0O
Selected Mode: I j
Current Dbject Type: Time Chart-IMET /Slave
Physical Connection:

— Object: Lnit

' Logical Mavigation Ok I
& Device Mavigation

_I _I Cancel |
Alarm - . -
Alarm_Acknowledge Configuration Help |
Binary_alue Time_Schedule =
Old_Data Define... |
State_Description

Test
i[5S Sl

Delete. .. |
Authority... |
— Object Type: Loty
' Logical Dbjects ' Devices ' Logical Units
- - Events...
ILoglcaIDb|ec:ts... j | = |

™| Rediced|llst LLogged Yalues. . |

A0004 DO

f  Highlight the desired object and select OK to close the Object
Selection dialog box.
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9 Continue setting the parameters for this object, just as you would
for any other Vista object.

Dynamic Value E

Object: ok |
[KSGOTINET_DA-DARurNPR-0A_7715_0004GA ]

- - Cancel |
Altribute:
IVaIue j Help |

W alue: Calar: ™ Elirk

[or A I

Sound File:

I Browse... |

10 Select OK to save your settings.

This completes the process of adding an I/NET item to a Vista graphic
page. If necessary, continue adding items to the page. When you are fin-
ished, save the graphic page.

5.3.4 Modifying an I/NET Time Schedule from TAC Vista
For this example, you will modify an I/NET time schedule from a Vista
graphic page. Before you proceed with the steps below, add a time
schedule object to a graphic page by performing the steps described in
Section 5.3.3, “Including I/NET Items on TAC Vista Graphic Pages”,
on page 50.
Use the following instructions to modify an I/NET time schedule from
a TAC Vista graphic page.
1  Start TAC Vista Workstation by selecting Programs > TAC >
TAC Vista Workstation from the Windows Start button.
2 Loginto the TAC Vista Server by selecting File > Log In from the
TAC Vista Workstation main menu.
[ to TAC Vista Server
Qf‘ TAC Vista' IV
S 7
Username:
[l
Password:
|
OK I Cancel | Help | Options == |
a Ifnecessary, use the Options button to access fields that allow
you to specify additional information such as:
User type
Name of the Vista Server.
Domain (available only if you set User type to “Windows
User”)
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b Ifyou are logging in with a User type setting of “Vista User”
or “Windows User”, enter a valid Username and Password.

¢ Select OK to login.

3  Within Vista Workstation, locate and highlight the graphic page
that contains the I/NET time schedule. The graphic page displays
in the right-hand section of the Vista Workstation window.

B4 TAC Vista Workstation - Logged-in: SYSTEM@KSG01 - KSGD1-MyPage =1 E3
File  View Graphics Tools Window  Help
i B3 ) Engneering - [Elaele0m 002 M3 v
q TAC Vst KSGO1-MyPage | b x
QBB 6| eRE |
e 1ol

= KsGo1 54 ‘B KSGO1-MyPage M=

o B INET_AE N [=[0]2.00 8 % S |

Bl INET_DA

16

| B el el

4  Click the time schedule object on the graphic page to open Vista’s
time schedule editor.

| KSGO1-HINET_DA-QARunNPR-QA_7716_0004-QAD004_DO-TSS_QADO0D4_DO =1 E3
Dialog |
Description: Paired texts:
f OFF,ON =l
J— | Master point address: sz =
i KSGO1-MyPage | 51040000 DO ON

|/+ ;- | @ - Schedule T
12

Reaction Adj Acton  Time off On SMTWTFS
YYYYY)

1: Mirror 0 s LR Y Y
2 Mirror -4 Cyde 03:50 10 W ¥YyYyYyyyy YYYyYyyy ¥y
3:

4
LH
-5
7
g
9

= Emporaty: schedule

Sunll‘-lone ﬂMonlNone ﬂTuelNone ﬂWed Ir-lone ﬂThulNone ﬂFri Ir-lone ﬂSat Mone ﬂ

edd || oo || wodfy |

| QK I Cancel | Help |

5  Use the time schedule editor to make any necessary changes to the
schedule. When you are finished, select OK to save your settings
and close the editor.

This completes the process of modifying an I/NET time schedule from
Vista.
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5.3.5 Acknowledging an I/NET Alarm from TAC Vista

For the purposes of this example, you will create a test point in I/NET,
expose the test point to the Vista environment, create a Vista object
associated with the test point, use I/NET to place the test point into
alarm, and use Vista Workstation to acknowledge the test point’s alarm.

1  Within I/NET Seven, create a test point using the following steps:
a Connect to the controller where you will create a temporary

test point.

System Connect

Cancel | Help |

[ Select 1of 16 options

b  Select Edit > Controller > Resident I/O Points to open the
Resident I/O Point editor. This editor lists the points that cur-
rently exist in the selected controller.

1 | Edt View Access Trends Summary T
N = » |: - Address Class  Mame 10| c |ev|rT|en| & | 15| Te| TR|DC|
Remote Dial Tap Configuration 51046168 DA Ext QAB168 DA - - - - ¥ - - - - & Add
Configuration 516462088 DA Ext (QAB208 DA A
= Station Save 51048368 DA Ext QAB308 DA - - - - - - - - Delete |
Station Restore 510468408 DA Ext QABLOS DA - - - - - - - -
Dynamic Data Upload c1848588 DA Ext 0QAB588 DA - - - - Y - - - - Modify |
P 51048668 DA Ext QAB6O8 DA - - - - - - - -
Station Parameters b 510468768 DA Ext QAB708 DA - - ¥y - - - - e |

Residert 1/0 Points 51841088 PI  Int OQaA18688 PI
51841881 PI Int QaA1881 PI
51841862 PI  Int QaA18682 PI

Paint Extensions

Event
E:emg:::ces 51041003 PI Int 0QA1003 PI - - - - - - -
S 51641064 PI Int 0QA16864 PI - - - - - - -

Special Days 51841866 PI  Int QA1086 PI

518418687 PI Int QA1867 PI

51841188 PI  Int DC__1188 PI
51841181 PI Int DC__1181 PI
51841162 PI  Int DC__1182 PI

Cloze | Sort | Help |

| Select 1 of 62 options

| =€ =C =C =C =C =C =C =C |

¥
¥
¥
¥
¥
518418685 PI Int QA18685 PI Y - -
¥
¥
¥
¥
¥

[ |

¢ Seclect Add to create a temporary test point. The New Resi-
dent Point editor opens. Use this editor to define a unique
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e

address for the temporary discrete alarm (DA) point. Select
OK to accept your settings.

New Residont Poin
) [ﬂ Lirk Station  Paint Bit Offset  Type
=] 51 F = B |
DeletaJ
(0] Cancel | Help |

Iy
| Enter a value from Oto 31

The Discrete Alarm point editor opens. Use this editor to
define the new point. Assign the point a name that will be eas-
ily recognizable within a list of alarms.

If necessary, use the online help or refer to the I/NET Seven
documentation for a description of the parameters that are
available in this editor. Select OK to accept your settings.

Discrete Alarm - [51040009 DA] E

— Paint Detail — Discrete Alarm

Mame D4 Test Point Mumber ofbits & 1 2 3
Scan interval [zec) I‘I—ﬂ State description lm
Class  Extenal & Intemal ¢ Indirect Mormal state 0 lm
[latal port: IM Alarm delay [zec] ID ﬂ
Global level ’m ﬂ Supervision lm

— Meszage/Cell Detail
Digtributiongroup &1 2 3 4

Distribution mask W T LT T [
Meszage priority IHoutine 'l
Alarm priority IHoutine 'l
Cell humber IU—ﬂ

QK Cancel Help
I | |

| Enter up to 16 characters

Close the Resident I/O Point editor by clicking the Close but-
ton.

2 Using I/NET Access, configure the TAC OPC Server for I/NET to
expose the newly created test point as follows:

a

Start I/NET Access by selecting Programs > TAC > INet
Access from the Windows Start button.

Log in by typing a valid User name and Password. A default
user name of Administrator with a blank password is created
automatically during installation. Select OK to continue.

Log on to I/MNET Access

Fleaze enter your uzer name and password to start,

Uszer name:

Password:

()8 I Cancel
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¢ Using the hierarchical tree view, penetrate through I/NET
components to expose the test point.

"/ Note

DLA links are not supported by the TAC OPC Server for I/NET.
Although these links will appear in the hierarchical tree view within
I/NET Access, you can not penetrate them.

d Enter the Offline mode by selecting Action > Work Offline
from the menu.

e Using the hierarchical tree view, highlight and delete each
item that will not be accessed using the TAC OPC Server for
I/NET. Try to reduce the configuration down to the minimum
items necessary. Ensure that you do not delete the test point.

f  With the configuration set to meet the requirements of your
particular application, you can now download the configura-
tion to the OPC Server. Select Action > Download Configu-
ration from the menu.

g When the OPC Server is configured, a confirmation message
will appear in the Messages panel.

Messages x

Type | Time | User | Message
@ Infomation  02/10/2003 14:2%.05  Administrator Cornection to OPC server on local machine ok.
@ Intornation  02/10/2003 14:30:13  [Spstem) OPC server reconfigured successfully

Al {Tnformation & Wamings & Eniors & Alams 7

h Close I/NET Access by selecting Action > Close from the
menu.

The TAC OPC Server for I/NET is now configured. The next step
is to create an object in Vista that will allow it to communicate with
the test point.

3 Inthe TAC Vista OPC Tool, create an object for the test point by
performing the following steps:

a Expand the “TAC INet OPC Server DA” item by clicking on
the plus (+) symbol.
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b Right-click on the link leading to the test point and select
Create/Update TAC Vista Objects... from the popup menu.

“#TAC Vista OPCTool - TAC INet OPC Server DA

Fle ‘View Tools Help

Jjﬂ!|aa‘9|ggn;:’.... |‘?
= TAC INet OPC Server DA Name | Canonicaltype [ TAC Vista
; -[if; HOSTS GA 7716 0004
lean Binary signal
H Open o ry sig
‘@ TAC INet OPC ring String value
Create/Update TAC Vista Objects... |nng String value
Properties. .. ring String value
ring String value
Refresh F5 lteger (2B) Multistate signal
Delete ring String value
[Ereate og lteger (2B) Multistate signal
ZRCLAN Speed Integer (2B) Muttistate signal
Ready |LocAL NUM [TACVista & 4

¢ In the resulting dialog box, highlight the item that represents
the data access branch of the OPC server (for example,
“INET_DA”).

"-‘/ Select E

[=1 ksaon = E ek X

Mame i+ | Type |

et OFC Server

d  Click the Select button. The system compares the existing
Vista database to the current OPC server configuration and
adds new OPC Server objects as necessary. A progress bar
shows the status of the process.

GARunNPR
Fieading OPC Objects... Configuration
Creating TAC Vista Objects...

L |

e Refresh the OPCTool window by selecting File > Refresh
from the menu.

The Vista database now contains objects that accurately represent the
modified OPC server configuration, including the test point.
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4  Within I/NET Seven, place the test point into alarm using the fol-
lowing steps:

a Select Summary > Controller to display a controller sum-

mary.
Controller Summary E
Trends | Summary Tools Window

m Address Class Mame Walue Alm - Inh Tst Man Old Ack
Off Normal Poirt 516480808 DO Ext QAGOBO DO =] [ = - - = = -
Disabled Poirt 51848801 D0 Ext QAGOB1 DO aff = = = = = =
Configuration 51848882 D0 Ext QaABeBaaz Do off = = = = = =
Door 51848883 D0 Ext QABBaa3 Do off = = = = = =
Page 51848884 DO Ext QABBaas DO off = = = = = =
51848885 DO Ext QABBaas DO off = = = = = =
51848886 DO Ext QABBas DO off - - - - - -
51848887 DD Ext QABBa7 DO off - - - - - -
51848888 DI Ext QaAB0Baa DI off - - - - - -
51848881 DI Ext Qae8aa1 DI off - - - - - -
51848882 DI Ext Qae8aaz DI off = = = = o o=
51848883 DI Ext QAB88aa3 DI off = = = = o= =
51848884 DI Ext QaeBaay DI off = = = = o= =
51848885 DI Ext QaBeBaas DI off = = = = o= =
51848886 DI Ext QABBaas DI off = = = = o o=
51848887 DI Ext QaABBaa7 DI off = = = = o= =
518408888 DA Ext QABBas Dn auto = = = = = =
510408009 DA Test Point | off = = P = = =

Cloze I EontroI'\J Zoom |Ackn0wledge| Eage sck | Sort | Help |

|
|Se|ectapoint.

b Highlight the test point and select Control. The Point Control
editor opens.

&« [ [ [ [ [ |

STUEIUND ww
51048089 DA Int

R
Cloze I Contral '\J Zoom Acknowledgel A
| e

DA Test Point

|Se|ectapoint. Cloze | TestDnh I [ Erua | Acknowledgel Felease | LEE Eeset | Help |
| Select 1 of 2 options 5

¢ Place the point in test mode by clicking the Test button. This
causes a Control State ficld and a Download button to
appear in the editor.

d Set the Control State to 1 and use the Download button to
send the command to the point. This places the point in an
alarm state.

| aif | | [ TEST | | |
Contral state ﬁ D ownload |
[
Cloze I Test m.al | Acknowledgel Felease | LEE Eeset | Help |
| Select 1 of 2 options
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5  Within Vista Workstation, view and acknowledge the alarm using
the following steps:

a The Alarms window at the bottom of the Vista Workstation
window now shows the alarm message associated with the
I/NET test point.

]' T ;’CE'inar.y_\c"aIué--
< 0ld Data ¥
4 3 A

© [, DATest Pait.
. g DC_1100_PI
g DC_1101_PI

- =i DC_1102_PI
- =G DC_1103Fl &

. | K | |
.-'-\Iarrns: lof1

Q@ BEY S 80| HeE R J
S..|C..|P.. | LsstChange [o] | Alam Text

1 | i

[Ready I 1.,

b Highlight and right-click the alarm message associated with
the I/NET test point. Select Acknowledge from the resulting
popup menu.

Alarms: 1of 1

| B | @0 E |
.. |C.. |P..

S

| Frint Ctrl+p

9 Disable

Do

¢ Verify that the alarm message associated with the I/NET test
point is now displayed in an acknowledged state.

Alarms: 1of 1
0 8BV 5|80 e i J
S..|C..|P.. | LsstChange D © | Alam Text
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6 Open I/NET Seven’s AMT interface and verify that the alarm has
been acknowledged.

 Mlams, Messages & Transactions - Alams 72, Unack Alarms 71 - [No FRilter - Alarms 72, Unack Alamms 71]
A System Mew Edit Actions Windows Help

| AG EeXmEE oY 00 = DAAAR BB ‘

0 [Priory [UnAckALM |
" [Routine [UnhckALM |

21515403 QARunNPR | QA 7760 0018 | QA 7760 0018 -i] MCU lost IRoutine | UnAck ALM
“1]51040009 DA | QARunNPR | QA 7716 0004 | DA Test Point 0Status alarm | | | || ON|Routine |Acknowledged

18]51201600 Al | QARunNPR | QA 7740 0020 | QA1600 Al | 0]High limit alarm [Routine | UnAck ALM
2976000 DLA Link #97 | 7798-Rockcent 7798-Rockcente| 1|MCUreset [ | | [Routine | UnAck ALM |

1/51110108 DO |QARunNPR | QA 7750 0011/ -i]

4
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6 I/NET OPC

6.1 Overview

The I/NET OPC (OLE for Process Control) Server is an intermediate
software interface. The OPC Server exists to enable software applica-
tions that are external to the I/NET system, such as Office 2000, Facility
Management Systems, data loggers, messaging software and others, to
communicate with an I/NET system. It is used to convert I/NET's spe-
cific data format into an open OPC format. As an open format, OPC
allows one software application to communicate with another, provided
that they conform to one or more of it's OPC Specifications.

3% TAC Vista Workstation - Logged-in: SYSTEM@KSGO1 - TAC Vista

L I/NET Seven
f o Network
® & - & E: _lm= User-Vista UserPofie FELD 5]
5 : :
Alam Text Linke |
J | _»J’\
= ] OPC Server
T e for I/NET
FHe View Tools Help
AP a2

=@ TAC INet Of

¥ Message Pty Integer (28
[~5C LAN Speed rteger 28)

LOCAL | INUM [TACVisted

Fig. 6.1: The TAC OPC Server for I/NET acts as an interface between an
I/NET system and OPC compliant software applications

For I/NET, this means a change from a closed system to an open one.
As aresult, communication between I/NET and external applications is
easily achieved provided that the external applications are OPC compli-
ant and the security of the I/NET system will not be adversely affected
in the process.

The TAC OPC Server for I/NET converts an I/NET-specific data struc-
ture to the standard set of OPC rules. Once in the OPC format, I/NET
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6.2

data can be understood by any external application that is OPC compli-
ant.

The TAC OPC Server for I/NET also converts the OPC format back into
an I/NET specific data format so that changes that an OPC Client appli-
cation makes are fed back into the I/NET system.

The TAC OPC Server for I/NET converts I/NET data from a proprietary
format into an OPC format. The most significant advantage of the TAC
OPC Server for I/NET is that you can use any OPC compliant Windows
application in combination with I/NET.

The TAC OPC Server for I/NET provides the ability to:

»  Use I/NET system data within purpose designed graphics pack-
ages for 3D animated graphic effects.

*  Create custom reports containing I/NET system data using busi-
ness software applications.

* Relay AMT events to client applications, such as Event Notifiers
for voice and email notification.

*  Exchange I/NET data with Facility management systems.
»  Exchange data with energy management software packages.

You can elect to use one, or several OPC compliant applications in con-
junction with I/NET, depending on your needs. You can also choose to
run several OPC Client applications with I/NET simultaneously.

Explaining OPC (OLE for Process Control)

OPC is an acronym meaning OLE (Object Linking and Embedding) for
Process Control. OPC is a non-proprietary standard that was developed
to allow inter operability and communication between dissimilar soft-
ware components.

For dissimilar software components to communicate with each other,
there always needs to be an interface between them. The interface func-
tions as an “interpreter” for dissimilar components.

OPC converts dissimilar data formats into a common standard one.

The OPC format comprises a standard set of interfaces, properties, and
methods. These in effect constitute a standard set of OPC rules. Pro-
vided that the data structure of both the sending and receiving compo-
nents end in communications following the same set of OPC rules,
communication is possible, irrespective of how dissimilar the compo-
nents actually are from each other.
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6.2.1 Client/Server Relationship

For an external application (such as Vista) to receive [/NET runtime and
configuration data and AMT events from an I/NET system, it has to
connect to and initiate a request for the TAC OPC Server for I/NET to
provide it with the information it needs.

A situation such as this, where an application (the Client) makes a ser-
vice request from another application (the Server) is referred to as a Cli-
ent/Server relationship.

Note

For simplicity, the term Client will be used in this documentation to
refer to any external application that requests the TAC OPC Server for
I/NET to perform a service, such as viewing or changing an [/NET
item.

Some OPC clients do not support all characters used within I/NET (like
spaces for instance). You should be aware of the naming conventions
within your OPC client and modify I/NET names accordingly or create
a conforming alias in the OPC Server. Vista's OPC client will automat-
ically translate illegal characters during the import.

6.3 TAC OPC Server for I/NET Components

The TAC OPC Server for I/NET is composed of separate software com-
ponents that work in conjunction with existing I/NET software inter-
faces to provide I/NET data and Alarms Messages and Transactions
(AMT) events to OPC Client applications.

The TAC OPC Server for I/NET components include:
« INETOPCSERVER

+ INETACCESS

*  Permissions Database (DBROWSER)

6.3.1 TAC OPC Server for I/NET

7

Note

You will need to open and work within the I/NET Access application
if you want to configure audit trail settings and administer perfor-
mance of the TAC OPC Server for I/NET.

The TAC OPC Server for I/NET converts I/NET-specific data into an
open OPC format.

Apart from this main function, the TAC OPC Server for I/NET also has
a specified Access Level that works in conjunction with the security set-
tings applied in the database to provide security to the /NET system.
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6.3.2 I/NET Access
"7  Note

To configure the Permissions database you will need to open and work
within the I/NET Access application.

I/NET Access must be used to set up a reference Permissions database
of I/NET components which need to be accessed by Client applications.
These components are automatically assigned default security settings
as they are added to the Permissions database. These determine which
functions Clients are able to perform on the I/NET system.

Instead of using default security settings, /NET Access can also be used
to custom configure the contents of the Permissions database. In this
way, the security settings that the TAC OPC Server for I/NET imple-
ments can be customized to the specific requirements of each /NET
system.

6.3.3 DBrowser (Permissions Database)

"/  Note

Although you affect the contents of the Permissions database (you can
add items to it, and also change the security settings that the items have
within the database), you will never directly run the database applica-
tion yourself. All changes made to the contents of the database are
made using [/NET Access as a window into the database.

For a Client to access an I/NET item, the item must be included in the
Permissions database.

The security setting of an item is the determining factor that, in combi-
nation with the TAC OPC Server for I/NET's own Access Level, estab-
lishes whether OPC Clients are able to see and/or write to I/NET
components.

Ifthe TAC OPC Server for I/NET cannot reference a security setting for
the I/NET component, it is unable to process a Client's request for the
component.

6.4 TAC OPC Server for I/NET Attributes

The TAC OPC Server for I/NET:
»  Can support multiple OPC Client applications simultaneously.
*  Processes each Client request with equal priority.

e Can run on the same PC as the Client software, or can be run on a
remote PC.

»  Supports any number of public and private groups, and any num-
ber of items within each group, for each OPC Client application.
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*  Supports any number of active (i.e. polling or notified) groups and
items.

*  Can access I/NET data and AMT events via Ethernet (TCP/IP) as
well as serial tap.

*  Can provide filtering of I/NET events using I/NET message
grouping and masking and OPC category filtering.

*  Provides a browse facility to allow OPC Client applications to
view accessible I/NET data.

*  Provides security to the I/NET system through a separate Permis-
sions database.

*  Provides the same level of password security as that defined
within an I/NET system when penetrating an [/NET network.
I/NET Access prompts a user for any controller passwords that
were predefined for the controller within I/NET.

6.5 Interfaces

To obtain I/NET data and AMT events from I/NET, the TAC OPC
Server for I/NET provides OPC interfaces for accessing data and events
as defined by the OPC Foundation’s Requirements Specifications:

e OPC Data Access 1.0A and 2.0
e OPC Alarms and Events 1.10

The TAC OPC Server for I/NET does not interface directly with any
I/NET hardware components. To obtain I/NET data and AMT events
from the I/NET system, the TAC OPC Server for I/NET interfaces indi-
rectly with I/NET hardware components through the following software
interfaces:

* I/NET’s I/O Server (for TCP/IP and serial communications), and

* I/NET’s DB Server (for alarms, messages, and transactions).

"/ Note

When a Client Application connects to the TAC OPC Server for
I/NET the TAC OPC Server for I/NET and I/NET’s IO and DB Serv-

ers are automatically launched.

TAC AB, March 2004 69 (166)
0-004-7671-1 (EN)
TCON296-02/94



6 I/NET OPC

TAC Vista IV, Engineering TAC OPC Server for I/NET

6.6

TAC OPC Server for I/NET Functionality

Depending on how the TAC OPC Server for I/NET's security settings
have been configured, OPC Client applications are able to:

Read and write I/NET configuration and dynamic data.

View and acknowledge in real time Alarms, Messages and Trans-
action (AMT) events generated within [/NET

Access all point related bits in the same manner as provided within
I/NET:

*  Test On/Test Off

*  Automatic/Manual

*  Command Acknowledge required
e Alarm Status flag

* Old data flag

Edit I/NET Configuration Editors including DDC Points and ATS
Extensions

Appendix A contains a comprehensive list of all I/NET data and events
that the TAC OPC Server for I/NET is able to supply to OPC Client
applications during daily operations of the I/NET system.

7  Note

It is apparent from the list contained in the Appendix, that the TAC
OPC Server for I/NET provides extensive functionality. The TAC
OPC Server for I/NET does not, however, support the following.

Trending — The TAC OPC Server for I/NET cannot at present
access trending data.

Addition or removal of Time Schedules (you can view and mod-
ify, but not create Independent Schedules within an OPC Client
application).

Addition or removal of all standard point types

Access of Controller Save files

Access an I/NET network by means of dial-initiated connection.
Access to groups, tenants, or individuals.

DLA links — Although these links will appear in the hierarchical
tree view within I/NET Access, you can not penetrate them.
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6.7 Point Naming Conventions

6.8 Security

When you use the TAC OPC Server for I/NET to link your I/NET sys-
tem to another application, you should be aware of the point naming
conventions described below.

Capitalization

The TAC OPC Server for I/NET is case-sensitive. For example, the
OPC server interprets items named “time”, “Time”, and “TIME” as
three distinct items. Be aware however, that your OPC client application
may not be case sensitive, and therefore, will be unable to distinguish
the difference between similarly named items. TAC Vista is an example
of an OPC client that is not case sensitive.

Point Names and Tag Names Cannot Match

Controllers have OPC tags just as they have points. These points also
have OPC tags. The name of the /NET point must not match the name
of any OPC tag. Even if the capitalization of the point is different then
that of the OPC tag, your client application may not distinguish the dif-
ference and may therefore fail to recognize the point. Refer to

Chapter A, “I/NET Items”, on page 129 for the OPC tag names that are
assigned to I/NET items.

Exclamation Points are Not Supported

The TAC OPC Server for I/NET does not support the use of exclama-
tion points within point names. Points containing an exclamation point
in their name are not visible from within an OPC client application.

Every I/NET system contains security settings that protect it while in
use by an I/NET operator (system and operator passwords).

From an I/NET perspective, when a Client application makes a request
of the TAC OPC Server for I/NET, the TAC OPC Server for I/NET’s
purpose is to fulfill only those requests that will not have a negative
effect on the integrity of the I/NET system. Thus when an I[/NET system
is linked to an external Client application, the same degree of security
needs to apply. The TAC OPC Server for I/NET applies security
through a series of interconnected steps and most of the software appli-
cations installed as part of the TAC OPC Server for I/NET installation,
perform a security function.

The TAC OPC Server for I/NET is supplied with default security set-
tings. These have to be manually configured before attempting to con-
nect an OPC Client application to the TAC OPC Server for I/NET.

Until configuration is performed, the TAC OPC Server for I/NET is
unable to pass any I/NET data or events on to its OPC Clients.
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6.8.1 Configuring the OPC Server for Security
"7  Note

The TAC OPC Server for I/NET’s security settings are not intended to
be applied on an individual (Client) basis. If the TAC OPC Server for
I/NET grants a Client’s request ALL Clients connected to I/NET by
means of the TAC OPC Server for I/NET are given the same access
rights.

To understand how the TAC OPC Server for I/NET restricts Client
Access to the I/NET system and how to configure the TAC OPC Server
for I/NET so that it passes on only those I/NET data and events that will
not affect the security of the I/NET system, you will need an under-
standing of the following concepts:

Security Settings — Permissions

A permission controls the functions that a Client may perform on an
I/NET item.

A Permission consists of:

*  Permission Name — Each I/NET item type, from Host to Point
item, has its own specific Permissions. Link Items have the fol-
lowing permission names:

*  Visible

*  Configuration Visible
* Name

*  Distribution Details

*  Permission Description — The Permission Description provides a
brief explanation of the function that the Permission will
allow/disallow a Client to perform (e.g. Link Runtime Information
is Visible).

e Access Level Checkboxes

Each permission has 6 Access Level check boxes. Each of the 6 check
boxes can be either enabled (checked) or disabled (unchecked).

To know whether to allow a Client application’s request to read and/or
write to an I/NET item, the TAC OPC Server for I/NET refers to only
one of each Permission’s 6 check boxes at any given time. The check
box that the TAC OPC Server for I/NET refers to is determined by
which Access Level the TAC OPC Server for I/NET is configured to
operate.

For the TAC OPC Server for I/NET to be able to grant a Client applica-
tion’s request, the checkbox that it refers to for the permission must be
enabled (checked).

For instance, if a Link item has a ‘Visible’ Permission that contains an
enabled check box that corresponds to the Server’s Access Level the
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TAC OPC Server for I/NET will allow all Client’s to view the Link item
when requested.

The Level of security needed by the I/NET system should determine the
Access Level at which the TAC OPC Server for I/NET operates.

Basic Configuration — Using the Defaults

If you are using the TAC OPC Server for I/NET after it is first installed
and you have not manually changed the configuration of any Permis-
sions in the Permissions database, you will be using the TAC OPC
Server for I/NET’s default security settings. These include:

e Default Server Access Level — The TAC OPC Server for I/NET is
installed with a default Access Level of ‘Level 5°, and

*  Default Permissions — Default Permissions are configured as fol-
lows:

*  Access Level 1 — By default, the first check box (L1) is dis-
abled for all Permission Names. If the TAC OPC Server for
I/NET is configured to operate at this Access Level, the TAC
OPC Server for I/NET will not permit a Client application to
view or change any item within the I/NET system.

e Access Level 2 — By default, only some Visible Permissions
have their second check box (L2) enabled. Therefore if the
TAC OPC Server for I/NET operates at an Access Level of 2,
a Client application will be given only basic visibility of
I/NET items.

e Access Level 3 — If the TAC OPC Server for I/NET operates
at an Access Level of 3, a Client application will only be per-
mitted to view runtime information and change some values.

*  Access Level 4 — If the TAC OPC Server for I/NET operates
at an Access Level of 4, a Client application will only be per-
mitted to view and change runtime and configuration infor-
mation and change some values.

e Access Level 5 — If the TAC OPC Server for I/NET operates
at an Access Level of 5, a Client Application will be permit-
ted to view and change all runtime and configuration informa-
tion.

*  Access Level 6 — By default, the sixth check box (L6) is
enabled for all Permission Names. If the TAC OPC Server for
I/NET uses this option it will permit a Client application to
have full access to the I/NET system by allowing a Client to
perform any of its requests.

When the TAC OPC Server for I/NET is using these defaults the only
check box that the TAC OPC Server for I/NET refers to in determining
whether a Client’s request should be permitted is the fifth check box.
(This check box corresponds with the TAC OPC Server for I/NET’s
default Level 5 Access Level).
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If the above default security settings provide an appropriate level of
security to the I/NET system, there is no need to perform any additional
configuration once all I/NET items that a Client application needs
access to have been included in the Permissions database.

Optional Configuration — Customizing Permissions

If the security settings need to be modified, there are 2 methods avail-
able for doing so:

*  Change the Access Level at which the TAC OPC Server for /NET
operates. Section 7.2.2, “Configuring the OPC Server’s Access
Level”, on page 78.

*  Change the enabled/disabled states of each relevant Permission’s
check box. Section 8.6, “Customizing Permissions”, on page 118.
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7 The TAC OPC Server for I/NET

7.1 Starting the OPC Server

To be able to start the OPC Server all necessary software components
to run the server must already be installed. For more information on
installation, please refer to Chapter 4, “Installation”, on page 27.

The TAC OPC Server for I/NET starts automatically when you launch
a client application. There is no user interface (i.e., no window) for the
OPC Server. However, an OPC button will appear in the Windows task-
bar to visually indicate that the OPC server is running. Use I/NET
Access to log into and configure the OPC Server.

When you launch the OPC Server, it in turn launches I/NET’s I/O
Server. To indicate this, the I/O Server icon will appear in the system
tray.

7.1.1 Logging on to the OPC Server from I/NET Access

In order to login to the OPC Server, you must already have an I/NET
Access user account set up for you. Your user account will include a
User Name (and optionally a password). If you do not currently have a
user account, please refer to Section 8.1, “Users in /NET Access”, on
page 79.

1 Start /NET Access by selecting Start > Programs > TAC > INet
Access from the desktop. The system displays the OPC Password
dialog box, allowing you to login (see Figure below).

Log on to I/Net OPC Server

Fleaze enter your uzer name and password to start,

Uszer name: |User1

Password: I

(] 8 I Cancel |

2 Type in your User name and press [Tab] to move to the Password
field. If your User Name has a Password assigned to it, enter your
password and choose OK to logon.
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You must use your own valid User Name (and password). Once
logged on, you will be able to obtain access to all functions for
which you have User Permissions.

"/  Note

The default log on User name is Administrator. The default log on
Password is left blank.

7.1.2 Logging off from the OPC Server

Within I/NET Access, select Action > Log Off (User name)

This logs off the current user, and displays the password screen to allow
a different user to login without having to close the I/NET Access win-
dow in order to re-enable the password screen.

7.2 Administration

7.2.1 Setting up Audit Trail Parameters

To be able to set up the audit trail you must be logged into I/NET
Access.

1  Select Tools > Options, select the Messages tab.

General | Users | Defautts Messages | OPC Server |

Would you like messages to be sent to a printer?

[~ Enable
Printer:  |LPT1: i

[
Would you like messages to be kept in a file?
" Enable ¥ Auto Archive

File: IF:"-.Pnglam Files"\TALC INet OPC \NetAccess log

Kesp:  [100
Clear Log |
Help oK | Cancel |

Would you like the Messages shown on screen?
2 Enable the audit feature by checking the Enable option.

If you select this option, the Audit Trail will be displayed on screen
as a series of Messages within I/NET Access’s Messages Pane.
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7

3  Type in, or use the spin dials to select, the number of messages to
keep.

Note

It is recommended that you keep a maximum of around 100 messages
to avoid slowing the OPC Server down with Message screen updates.

Would you like messages to be sent to a printer?

4  Check the Enable checkbox to receive a hard copy audit trail
report.

5  Select the Printer to which you want to send the report from the
drop down list.

Note

If you enable the print function, all entries currently within the audit
trail will be printed even if the screen display has been filtered for spe-
cific information.

Would you like the messages to be kept in a file?

6  Check the Enable checkbox to save the audit trail report as a text
file.

7 Enable the Auto Archive option. (This option is always enabled
and cannot be disabled.)

If you select this option, when the number of messages generated
exceeds the maximum number that you have nominated in the
Keep text field, an auto-archive is performed. During an auto-
archive, older messages are automatically saved to a file. The file
name will include a time stamp in its name. The time stamp follows
the following format: (yy,mm,dd,hh,mm).

Incoming messages will continue to be added to the archive file
until a minute has elapsed after the creation of the archive file. At
that point, a new archive file is created. The mm (minute) value in
the new file’s name will be the next consecutive minute value.

Note

Once the number of messages kept exceeds the maximum number of
messages you chose to keep, old messages will be removed (on a first
in first out basis) as new messages arrive.

8 Enter a name for the file within the File text box.

9 Type in, or use the spin dials to select the number of messages to
Keep.
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10 To Clear the Log of Messages from the OPC Server, select Clear
Log.

"/ Note

When you exit /NET Access, all Messages currently displayed will be
lost, unless you select to store the messages to a file.

7.2.2 Configuring the OPC Server's Access Level

To change the OPC Server’s default Access Level:

1  Within I/NET Access, select Tools > Options > OPC Server >
Levels

2 Enter a new value for the Access Level in the Level text box
(Access Level 1 through Access Level 6), or select a value from
the drop-down list.

7.2.3 Closing the OPC Server

The TAC OPC Server for I/NET closes automatically when you close
all client applications. Closing the OPC Server causes:

*  The OPC Server icon to disappear from the system tray.

* I/NET’s I/O Server to close, unless I/NET is currently running on
the PC. If the I/O Server is able to shutdown, the I/O Server icon
will also disappear from the system tray as a result.
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8 I/NET Access

In providing I/NET information to external OPC Client applications via
the TAC OPC Server for I/NET, the Server has to ensure that the secu-
rity of the I/NET system is not compromised in any way.

I/NET Access is used in combination with the Permissions database and
the TAC OPC Server for I/NET to determine:

*  The I/NET information received by OPC Client applications.

*  Which functions OPC Clients are able to perform on the /NET
information they receive via the TAC OPC Server for /NET.

Since I/NET Access is one element the TAC OPC Server for I/NET uses
to provide security, it is important that [/NET Access be restricted to
only Users who have the authority to utilize commands affecting the
I/NET system's security.

8.1 Users in I/NET Access

8.1.1 User Accounts

Entry into I/NET Access is restricted through the use of a login proce-
dure and only those users who are authorized to enter /NET Access are
assigned a user account.

User accounts are assigned using I/NET Access. For information
regarding assigning user accounts in I/NET Access, please refer to
Section 8.2, “Administration”, on page 83 in this chapter.

User accounts are defined by a user who already has a user account that
includes an Administrator privilege.

A user account is comprised of:
* A unique User Name

* A Password (optionally)

*  User Permission(s)

*  Timeout Settings (optional)
Timeout Option

For additional security, each user account can, as an option, also be
assigned an individual security timeout option. With this option, if no
activity is sensed from the user within the defined time period, the user
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will be logged out of I/NET Access. For more information refer to
“Tools” on page 92.

8.1.2 User Permissions

You can elect to assign one or more of 4 possible User Permissions to
each I/NET Access User on an individual basis. User Permissions deter-
mine what changes I/NET Access Users are able to make to the contents
of the Permissions database. You can thereby create different levels of
I/NET Access Users.

\'4 Caution

Some of the functions for which the User Permissions give access can
have a profound effect on the security of the I/NET system. These
functions should only be assigned to those Users who have the author-
ity to make such changes.

“User has Administrator Privileges”

Only Users with administrator privileges can add or delete [/NET
Access Users. Only I/NET Access Users with this Privilege are able to
see and use the I/NET Access Users tab from within the I/NET Access
Window.

"/  Note

The “User has Administrator Privileges” Permission also has an effect
on the options Users can Access within the TAC OPC Server for
I/NET Window. Only Users with this User Permission are able to use
the Messages and OPC Server Tabs within the TAC OPC Server for
I/NET's Options dialogue. All other Users may only access the Gen-
eral tab.

“Users may change access Levels”

Users with this Permission can change Permissions to override recom-
mended security settings

Only I/NET Access Users with this User Permission are able to check
and uncheck boxes within the Permissions Form to change Permissions
Options. Options within the Permissions Form will be dimmed for all

other Users.

“Users may change item names”

Users with this Permission are able to assign alias names to [/NET
items. Only I/NET Access Users with this User Permission can select
the Rename menu option from within I/NET Access.
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“Users may change access defaults”

Users with this Permission are able to change Permissions from the
default access levels. Only I/NET Access Users with this User Permis-
sion are able to see and select the Default tab within I/NET Access.

8.1.3 Starting I/NET Access

Before you can start /NET Access, all software components necessary
to run the TAC OPC Server for I/NET must already be installed. For
information regarding installation, please refer to Chapter 4, “Installa-
tion”, on page 27.

To Start I/NET Access
1 Select the Windows Start menu
2 Select Programs > TAC > INet Access.

3 Alternatively, select the I/NET Access Shortcut Icon from your
desktop.

Once you have selected the menu option, the /NET Access Window
automatically opens, and:

* An I/NET Access menu button appears in the taskbar to visually
indicate that [/NET Access is running. The menu button remains
in the taskbar until you exit from I/NET Access.

*  The TAC OPC Server for I/NET and the I/NET /O Server launch
if they are not already running. To indicate this, the I/O Server
icon is displayed in the system tray and the OPC Server menu but-
ton appears in the Windows taskbar.

»  The Tip of the day Screen is displayed.

8.1.4 Tip of the Day Screen

When you start I/NET Access for the first time [/NET Access automat-
ically shows the Tip of the Day screen in front of the main I/NET
Access Window.

Tip of the Day EHE

Did you know...

You can cancel a dialog box by pressing Esc, oryou
may accept it by pressing Enter.

V' Show tips at startup LClose |

To see more tips, select the Next Tip button.
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8.1.5

8.1.6

To exit from the screen, select the Close button. If you select the close
button without disabling the Show tips at startup checkbox, the Tip of
the Day screen will be shown when you next start /NET Access.

When you close the Tip of the Day screen, you will see the full I/NET
Access Window.

Logging On to I/NET Access

To be able to login to I/NET Access, you must already have an I/NET
Access user account set up for you. Your user account will include a
User Name (and optionally Password). If you do not currently have a
user account refer to Section 8.1, “Users in I/NET Access”, on page 79
for related information.

Note

The default Log On Username is Administrator. The default Log On
Password is blank.

1 Select Action > Log On from the I/NET Access application menu.

Log on to I/Net Access

Fleaze enter your uzer name and password to start,

Uszer name: |User1

Password: I""""’1

(] 8 I Cancel |

2 Type in your user name, press tab or Enter to move to the Pass-
word field. If your User Name has a Password assigned to it, enter
your password and choose OK to logon.

You must use your own valid user name (and password). Once logged
on, you will be able to obtain access to all functions for which you have
Permissions.

To Log Off from I/NET Access

Select Action > Log Off (User Name)
This logs off the current user.

Logging Off allows a different user to I/NET Access without having to
Close the I/NET Access window in order to re-enable the Password
screen.
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8.2 Administration

8.2.1 Creating I/NET Access Users

To be able to create users from within I/NET Access, you must already
have a User Name (and Password) set up for you in order to login, and
an “User has administrator Privileges” User Privilege. The default user
name is Administrator, with a blank password.

Note

Passwords are case-sensitive.

To Create an I/NET Access User
1 Login to I/NET Access

2 Select Tools > Options > Users tab. You will be presented with
the following User Setup screen.

General Users | Defaults I Messages I QPC Senrerl

From this options page is it possible to add and
remove users from [/NET Access.

User name: Rick -
Password: I'“‘“
Confirm: I'“‘“

Pemissions:  |w]User has administrator privileges
[w]User may change access rights
[w]User may change item names
[w]User may change access defaults

Timeout: ID 3: minfs)

ad | Dekte |

oK | Cancel |

3  Enter the Name of the User in the User Name text field.

Note

Steps 4 and 5 below are optional. Although you do not have to assign
a Password to the User Name, it is recommended that you do to limit
the possibility of an unauthorized User gaining entrance into I/NET
Access.

4 Enter a Password
5 Re-enter the Password as confirmation

6 Enter User Permission rights by checking the appropriated check
boxes.
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8.2.2

8.2.3

7  Enter a value within the Timeout box. The Timeout option auto-
matically logs the current User off from I/NET Access after a stip-
ulated period of inactivity (0-255 minutes). The Timeout option
reduces the possibility of someone being able to use an authorized
User’s login to gain unauthorized entry to I/NET Access.

8 When all information is satisfactory, click the Add Button to add
the User.

Deleting an I/NET Access User Account

7

Note

You can only add or delete I/NET Access Users if your own user
account includes an Administrator Privilege.

You cannot delete the default Administrator account. However, you
can change its password.

Login to I/NET Access
2 Select Tools > Options > Users tab.

3 Enter the Name of the User in the User Name text field, or select
the Name of the User from the drop down list.

4  Seclect the Delete option to remove the User.

The User will no longer be able to login to I/NET Access or perform any
functions within I/NET Access.

Viewing/Changing the Current Data Source

Select Tools > Options > General tab.

The Data Source parameter defines the name of the ODBC system data
source being used by the TAC OPC Server for I/NET. An ODBC sys-
tem data source stores information about how to connect to a particular
data provider.

By default, the name of the data source is “DBrowser”. This data source
points to the DBrowser.mdb database located in the same directory as
the TAC OPC Server for I/NET. If necessary, you can use the ODBC
Data Source Administrator tool within your Windows system to change
the configuration of this data source, create a new data source, or repair
or compact an existing database.

Note

Before you perform the following steps, you may wish to make a
backup copy of the database currently being used by the TAC OPC
Server for I/NET. By default, this will be the DBrowser.mdb file
located in the installation directory.
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Select Programs > Administrative Tools > Data Sources

(ODBC) from the Windows Start button. The ODBC Data Source

Administrator tool opens.

€10DBC Data Source Administrator EHE

User DSN  System DSN | File DSN I Drivers I Tracing I Connection Pooling I About I

System Data Sources:

| Driver | Add... |
| Microsoft Access Driver ("mdb)
Seven ODBC SQL Server Remove
Yireme Sample Database Microsoft Access Driver ("mdb)

Configure...

fl

An ODBC System data source stores information about how to connect to
the indicated data provider. A System data source is visible to all users
on this machine, including NT services.

T e Help

2 Select the System DSN tab.

Highlight the “DBrowser” item in the list of system data sources

and perform necessary changes as follows:

e Use the Add button to create a new data source.

»  Use the Remove button to delete a data source.

source.

Use the Configure button to make changes to the highlighted data

If necessary, you can use the Help button to access online direc-
tions on how to use the ODBC Data Source Administrator tool.

8.2.4 Closing I/NET Access
Select Action > Close to Close the I/NET Access Window.

If you choose the Close option, you will need to restart and re-login to
I/NET Access the next time that you want to make changes to the TAC

OPC Server for I/NET.
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8.3 I/NET Access Window

This section provides information on all menu options available within
I/NET Access.

8.3.1 Commands in the I/NET Access Window

I/NET Access uses all standard Windows conventions. You choose
commands in I/NET Access as you would in any other windows appli-
cation. That is, by choosing a command from a menu, or selecting a
toolbar button, or using a keyboard shortcut.

I/NET Access Window - Basic Layout

Application Menu Standard Menu Address Bar
HMME--I-----IJ_ BB

Action Edit Miew Go Tools Help ®

R EEEEE=N oo

Address I\I.-"NET Components > j

# Administrator - /NET Components

Folders by Mame x ﬁ, ﬁ, ﬁ,
Display - R
3 I/NET Companents Ewvents Huosts Links
D Events
D Hosts
B Links
Object View
Hierarchical __| .
Tree View Access Levels »
Permission [ [z 13| a5 ] L5 [ Deseiption
Permissions Maiterns
Panel
1 | i
Meszages x
Type | Time | Lzer | Meszage

Mo Meszages

o oo
All A Information A wWarnings & Errors & Alarms £ @
Faor Help, press F1 ° A
Status Bar J |— Message Tabs L— Messages Panel

Fig. 8.1: I/NET Access Window

The figure above shows the basic layout of the /NET Access Window.
You can customize the layout by hiding or displaying elements such as
the Address bar, Status bar, Folders Tree, etc. The View main menu
option contains a list of sub menu options that are used to customize the
window layout.
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8.3.2 The I/NET Access Window — The Components

The Application Menu

The Application Menu provides access to all of the menu options you
can select within [/NET Access.

The Application menu at the top of the I/NET Access Window contains
pull down menus. Together these menu options list all commands that
can be performed in I/NET Access.

The pull down menus are grouped according to their related function.
The main menu options for I/NET Access are as follows:

Table 8.1: Menu Options

Menu
Option

Function

Action

List all commands that can be performed by
I/NET Access on the Permissions database
(Dbrowser)

Edit

List all commands that can be performed by
I/NET Access to configure the Permissions data-
base (Dbrowser)

View

List all commands to change the display of the
I/NET Access Window

List all commands that allow you to quickly
move to specific folders within the Folders Tree

Tools

List all commands needed to see the TAC OPC
Server for I/NET’s data source, to set up I/NET
Access Users and change Permissions

Help

List all commands that provide help pages for
I/NET Access

Some menu options cannot be selected until you have logged on. To
indicate that they cannot be selected, the buttons will appear dimmed.

TAC AB, March 2004
0-004-7671-1 (EN)
TCON296-02/94

87 (166)




8 I/NET Access

TAC Vista IV, Engineering TAC OPC Server for I/NET

Action

Choose Action from the Application Menu to display the Action
sub-menu.

Action Edit Yiew Go Tools Help
| Synchronize...
Frint Setup...
Print Preview
Frirt.. Crl+FP
LogOn...
otk Offline
Llose Alt+F4
Synchronize — The Synchronize Wizard automatically uploads
I/NET data into the Permissions database. For a complete discussion of
Synchronization functions, please refer to “Automatic Upload” on page
114.
Print Setup, Print Preview, and Print — The Print command
options function according to standard windows convention.
Edit
The Edit menu lists all actions that can be performed by I/NET Access
to configure the Permissions database (Dbrowser) once it has been set
up.
Choose Edit from the Application Menu to display the Edit sub-menus.
Action  Edit View [Go Tools Help
Select Al Chl+dy
Invert Selection
Copy Name Chel+C
Copy &ddress
Find... Ctil+F

Find Mext

Hename

[FEl

F2

Select All — You can use the Select All option in either the Object
View or Permission Form.

If you choose the Select All option from the Edit menu, all items within
the Object View or Permission Form are highlighted to indicate that
they have been selected. Once selected, all functions that you choose to
apply will affect all selected items.

Invert Selection — If you have selected some items within either the
Object view or Permissions Form, and not selected others, you can
choose to invert your selection, so that items that were not selected
become selected and vice versa.
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7

Copy Name — Copies the name of the currently selected item to the
Clipboard.

Note

If you have assigned an Alias Name to a I/NET item, the Alias Name
will not be copied to the Clipboard. The Copy Name option copies the
I/NET item's original name.

Copy Address — Copies the I/NET address of the currently selected
item to the Clipboard. You can paste the address into another applica-
tion, such as into the address bar of an OPC Client application.

Find — Displays the find dialog, enabling the user to find a specific

item.
Find 2] %]
Find what: [Host 14 Find Next |
Match Direction
™ Whole words only " Up .EIC‘L‘
[™ Character case ~+ Down Help I

Enter the name of the object you would like to find within the Find What
edit field.

Match whole word only — If you select this check box you have to
enter the name of the I/NET item in its entirety for it to be found. If you
do not check this option, I/NET Access will find I/NET items based on
only part of their full name.

Match case — Ifyou select the match case check box, you will have to
enter the name of the I/NET item you want to find with the correct cap-
italization. If you do not enter the text with the correct capitalization,
I/NET Access will not be able to find the I/NET item.

Direction — You can also specify the direction in which you want to
search. Select a radio button to specify whether to search up or down.

I/NET Access searches for the item in a hierarchical sequence, that cor-
responds to the structure of the I/NET system. The search will start from
your current location within the hierarchy.

Find Next

Click the Find Next button to locate the next object that matches the
options specified. The find dialog will remain visible until the Close
button is selected.

When you find an I/NET item, it is shown within the Object View. The
Find Option can also find I/NET items by an Alias Name.

This will search for the next occurrence of the I/NET item named within
the Find dialog box. Find Next will search for a I/NET item in a down-
ward direction from the currently selected object. The shortcut key for
this menu option is F3. Pressing SHIFT+F3 will search in an upward
direction within the hierarchy.
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Rename

You can assign an Alias name to a I/NET item by renaming it. To
rename a I/NET item, select it from the Folders Tree or Object View,
then select Rename. You can only rename objects if your User Permis-
sion status permits you to change item names.

View

The View menu lists all commands that change the display of the /NET
Access Window itself.

Choose View from the Application Menu to display the View menu.

# 1/Met Access _[O] <]
Action  Edit | View Go Toolks Help
Toolbars 3
v Status Bar

v Folders
v Pemmissions

Dizplay 3

* Large |cons
Small lcons
List
Details

Arrange lcons 3
Line Up lcons

BRefresh F5

Toolbars

Standard Buttons and Address Bar

You can show or hide the Standard Buttons and Address Bar with a left
mouse click check or uncheck the option on the drop down menu. An
unchecked menu option means that it not selected (the Standard Buttons
or Address Bar will be hidden within the I/NET Access Window), a
checked menu option means that it is selected (the Standard Buttons or
Address Bar will be displayed within the I/NET Access Window).

Status Bar

You can toggle the Status bar on or off by checking or unchecking the
menu option with a left click of the mouse. A check mark next to the
menu item indicates that it is displayed.

Folders

You can display or hide the Folders Tree by ticking or unticking the
option with a left mouse click. A check mark appears next to the menu
item when the Folders Tree is displayed.
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Display

These options affect the way that I/NET items are displayed within the
Object View.

Siew

Toolbars 3
v Status Bar

Folders
v Acocess Levels

3 » by MName
by Changed

Large lcons

Small lcons Custom...
o List

Dretails

Arrange |cons 3
it El sors

Fiefresh GE|

Selecting a Display menu option determines how the contents of the
Folders Tree is displayed. You may choose from one of the listed
options.

By Name — Lists I/NET items in a hierarchical and alphabetical
arrangement.

By Changed — Filters I/NET items. If an I/NET item has had its Per-
mission changed from the default, you can select to show only those
items.

By Custom — Allows you to build a custom view using SQL (Stan-
dard Query Language) statements. The use of SQL is beyond the scope
of this document. Please refer to appropriate SQL documentation if you
wish to employ this option.

Large Icons, Small Icons, List, and Details

These are options for determining how you wish to view I/NET items.
These options function according to standard convention.

Arrange Icons

Presents a menu of options that determine how the Objects view is orga-
nized. You may choose from one of the following: by Name, by
Address, Auto Arrange, Line Up Icons.

Note

The Line Up Icons option is only available when in Large or Small
Icon view mode.

Refresh

When you select the Refresh option, the Folders Tree and Object view
are updated with fresh I/NET data. The /NET network will be scanned
if necessary (unless you are working in Offline mode).
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Go

The Go menu lists provides commands that allow you to quickly move
to specific folders and navigate within the Folders Tree.

Action  Edit Yiew | Go Tools Help
Fonward Alt+Right Arrow
Back Al+Left Amrowe
Up One Level Chl+Backspace

Tools
# 1/Net Access =(of:
Action Edit View Go | Took Help

DOptions...

The appearance of the Options screen depends on the User Permission
status that you have. All users will see the General tab. If you have
administrator privileges, you will also see the Users tab. If you have
Permission to change Defaults, you will see the Defaults tab.

General tab

Options E
General | Users I Defaults I Messages I QPC Senrerl

The following Data Source is used when
connecting to the |/NET database.

Data Source: |[MEIEER

oK | Cancel |

The General tab shows information about the Permissions database. The
Data Source parameter defines the name of the ODBC system data
source being used by the TAC OPC Server for I/NET as a permissions
database. By default, the name of the data source is “DBrowser”. This
data source points to the DBrowser.mdb database located in the same
directory as the TAC OPC Server for I/NET.

Users Tab

The Users Tab is used to add or remove I/NET Access Users. For a full
discussion of adding and removing Users, please refer to Section 8.2,
“Administration”, on page 83.
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Defaults tab

Options E
General I Users  Defautts | Messages I QPC Senrerl

The default access codes for each I/NET item
may be set from here.

I/NET tem: A

Pemission:

Host runtime information is visible

Access: Lr 2 LW LW LBV LEW

Bestore Defaults |

oK | Cancel |

I/NET items — The I/NET drop down list displays a list of available
I/NET items.

Permission — The Permission text box contains all available Permis-
sions for the currently selected I/NET item.

Access — Access Level check boxes contain checked/ unchecked
check boxes that define Permissions.

Restore Defaults — Restore Defaults button overrides any changes
that have been made to Access Level and restores them to their original
default settings.

OK - The OK button exits from the dialog and implements the
changes.

Cancel — Cancel exists from the dialog without implementing the
changes.
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Messages Tab

The Messages Tab is used to specify how I/NET and system messages
are handled within I/NET Access.

Options E

General | Users | Defautts Messages | OPC Server |

Would you like messages to be sent to a printer?

[~ Enable
Printer:  |LPT1: i

[
Would you like messages to be kept in a file?
" Enable ¥ Auto Archive

File: IF:"-.Pnglam Files"\TALC INet OPC \NetAccess log

Keep:  [100

Clear Log |

oK | Cancel |

Using this tab, you can control the following message related options:

*  Whether or not messages are displayed within the Message Panel
(see Fig. 8.1 to view the layout of the I/NET Access window). You
can also specify the number of messages to display in the Message
Panel.

*  Whether or not messages are sent to the printer. If you allow mes-
sages to be sent to the printer, you can specify which printer port to
use.

*  Whether or not messages are sent to a file. You can specify the
filename and location of the log file, as well as the number of mes-
sages to keep in the log file (from 1 to 1,000 messages).

*  Whether or not messages are archived. If you allow messages to
be archived, a new archive will be created automatically each time
the number of un-archived messages reaches the number of mes-
sages you specified to be kept. The file name assigned to each
archive will be a compilation of the name of the log file, and the
year, month, day, hour, and minute that the achive was created. For
instance: MyLog0401271540.log would be the name of an archive
created for a log file named MyLog.log in the year 2004 (04), on
January 27 (0127), at 3:40 p.m. (1540).
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OPC Server

Options E

Genemll Users I Defaultsl Messages OFC Server |

IIFI: Machine name and global configuration data for OPC

server may be set from here.

Configuration
Static: Poll Rate: 00} =
Access Level: |5 3:

oK | Cancel |

Use the OPC Server tab to set the following parameters:

Static Poll Rate — In addition to polling dynamic data, the OPC
server periodically polls your I/NET system’s static data. Unlike
dynamic data that is polled at the unique rate that you define for
each individual item, static data is polled at a system-wide rate.
This allows the OPC server to periodically check your I/NET sys-
tem for configuration changes.

You can set the Static Poll Rate to a value from 30 to 16960 sec-
onds, depending on how frequently you want your OPC client(s) to
recieve updated information. The default for this parameter is 300
seconds. You must consider the size of your OPC server configu-
ration when setting this parameter. If your configuration is large,
polling I/NET’s static data too frequently can diminish overall sys-
tem performance.

Access Level — The active access level determines what rights a
logged-in user will have within I/NET Access. The default level is
5. You can specify an Access Level from 1 to 6. Refer to

Section 6.8.1, “Configuring the OPC Server for Security”, on
page 72 for more information about access levels.
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8.3.3

Address Bar

Help

The Help menu lists the commands that access help pages for /NET
Access. If you need help with using any of the I/NET access menu
options, you need to choose the Help menu options.

Action Edit View Go lnnls@
|/Net Access Help F1
Lontents and Index

“what's This? Shift+F1
C5l on the web 3

Tip of the Day...
About | /Net Access...

Drop down list shows available chnices_l

Address ([N

et Components s ench'C5| Enginee evices\01 OF
“I/Net ComponentsiLinks\MRE Bench\CS1 Engineenng[\Devices
41/Met ComponentstiLinkssMRE, BenchCS1 Engineering]
41/Met ComponentstiLinkssMRE, Bench
/M et Componentshlinks
/Met Components

The menu option View > Toolbars > Address Bar shows or hides the
address bar.

When you select a folder or I/NET item from the Folders Tree. it's
address appears within the address bar.

To reach a required folder or I/NET item, a faster alternative to manu-
ally expanding each consecutive layer of the Folders Tree hierarchy is
to type the address of the folder or I/NET item directly into the address
bar. When you do so, the folder or item is displayed in either the Folders
Tree or Object View, just as it would have been, had you searched for
the folder or item through the Folders Tree.

To reselect a folder or I/NET item, that you have recently accessed, you
can select it from the address bar's drop down list. When you select a
folder or item from the list, /NET Access automatically jumps you back
to the selected item within the Folders Tree.

Drop down list shows available chuices_l

5]

Address (W
4/ | Ey

S/ et ComponentsiLinks\MRK Bench\C51 Engineering[\Devices
“1/Net ComponentsiLinksi\WRE BenchiC51 Engineering]

“I/Net ComponentsiLinks\MRE Bench

41/Met ComponentsiLinks

M et Components

Standard Address Format

The Addresses for all I/NET items follow the following standard con-
vention:

The address starts with a backslash, then the name of the Root Item
(I/NET Components) followed by a backslash, and the name of the
folder within the next I/NET tier. The pattern is repeated for each con-
secutive layer of the hierarchy, with a backslash used to denote each
consecutive tier.
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For example:

\I/NET Components\Events, or

\I/NET Components\Hosts, or

\I/NET Components\Links, or

\I/NET Components\Links\Link Name\Station Name\Points

8.3.4 I/NET Access Title Bar

8.3.5 Folders Tree

The Title bar contains the name of the folder or I/NET item currently
selected within the Folders Tree. As well as the name, the title bar also
indicates whether the selected item is currently in an Online or Offline
State within the I/NET system.

To show or hide the Folders Tree, use the View > Folders menu com-
mand.

You can also select the close button (X) in the top right corner of the
Folders Tree to hide the tree.

Close Button

Title Elar_| —‘

Folders by Narn.e ! x

Display drop down

T Display ~
% 1/Met Components
{23 Events
{1 Hosts
=1 Links
- Link 1
e Link 2
[ ™ Link 3
=) Station1
(L3 Lines
{27 Modules
-4y Points
=] Station2

Link icon (Offline)
Link icon {Qnline)

Station icon {Online)

L Folders Tree

Fig. 8.2: Folder Tree

Folders Tree context menu

I/NET access has its own context menu. A right mouse click within the
Folders Tree pops up the context menu.

Display 3

Copy Hame
Copy Address

Find...
Find Mext

Hide

Fefresh

The menu provides a means of quickly accessing functions you fre-
quently use within the Folders Tree.
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Display — These menu options are identical to those available by
selecting the View menu.

Copy Name — If you have an I/NET item currently selected, and you
choose this option, the name of the item is copied to the Clipboard.

Copy Address — If you have an I/NET item currently selected, and
you choose this option, the address of the item is copied to the Clip-
board.

Find — When you select this option, you will see the Find dialog.

The Find option allows you to search for a specific I/NET item within
the Permissions database. The Item will either be displayed in the Fold-
ers Tree or in the Object View.

Find Next — Finds the next occurrence of the I/NET item from within
the Permissions database.

Hide — When you select the Hide Option, the Folders Tree pane is
removed from the I/NET Access Window. As an alternative, you could
select View > Folders to toggle the Folders Tree.

Refresh — When you select the Refresh option, the Folders Tree and
Object view are updated with fresh I/NET data (unless you are working
in Offline mode).

Folders Tree Title bar

A title bar at the top of the Folders Tree shows the current Display mode
for the Folders Tree. In the diagram above, the title bar indicates that the
Folders Tree is currently displayed in By Name mode. Clicking the Dis-
play drop down button or pressing CTRLAD will show a menu of avail-
able display mode options:

Display 4 ¢+ by Mame
by Changed

Custom...

These menu options are identical to those available by selecting the Dis-
play option from the Folders Tree Context Menu, or the main View
menu.

The Folders

- Links

The Folders Tree can be expanded step by step to reveal every tier
within the I/NET system. When you select a folder or an item within the
Folders Tree live data belonging to the folder or item is uploaded and
added to the Permissions database and the Folders Tree is expanded to
reflect that this has occurred.
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I/NET icons (Online/ Offline)

Icons to the left of the items or folders in the Folders Tree indicate
whether they are currently in an Online or Offline state within the I/NET
system. Refer to “Item Statuses” on page 113 for more information.

Table 8.2: Component Icons (Online and Offline states)

I/NET Item Online Offline
Hosts E I@
Links J"L- "i-

T I
Stations el

g P
Points o o

T
Devices %
DDC Modules -
o
DDC Lines ﬂ [;I
-

Object View

When you select a folder in the folders view, the contents of that folder
are displayed in the Objects view.

- IF

When you select the Events folder, for example, all events contained
within the Events folder are displayed individually as an icon and a
name within the Objects View.

When you select an object within the Object View, its Access Level is
displayed in the Permissions form.

Permissions Form

The menu option View > Access Levels will show or hide the Permis-
sions Form.
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The Permission form displays available Permissions for each I/NET
item, displays the default permissions, and provides the means by which
changes to the defaults can be made.

When you select an I/NET item from the Folders Tree, its Permission
details are displayed within the Permissions Form.

Permission _ Acocess Levels
s i}

Acocess Levels
Permissin [ [ 12 [z 14 [ 15 [ 16 [ Descrption
=3 Yizible O Faint runtime information iz vizible
(=3 Configuration Yizible O g Paint configuration information iz visible
(=3 Extensions O g Faint extenzions are vizible o
=3 alue O g Paint walue iz writable
=3 Alarm Acknowledge O O g Faint alarm acknowledge iz wiitable
=3 Control Actions O g Faint contral actions are writable
=3 Details O O O g Faint detailz are wiitable -
2l | ]

Permission Name — This column lists all available Permissions for
the currently selected type of I/NET item. If you select the Permissions
Name column title, the Permission Names is listed alphabetically.

Access Level — Each Permission has 6 Access Level check boxes
assigned to it. You can check or uncheck check boxes to define new Per-
missions.

If you make changes to default Permissions, I/NET Access indicates
this by showing a red outline to those check boxes that vary from the
default.

Description Column — Displays a list that summarizes what each
Permission does.

If you select the Description column title the Descriptions are listed
alphabetically.

Permissions Form context menu

Right mouse click within the Permission Form to display the Permission
form context menu.

Arange lcons »

Eull dzcess
Mo dAccess
Diefault Access

Select &l

Hide

The menu provides a means of quickly accessing functions that you fre-
quently use within the Permissions Form.

Anange lcons k by Perrmizsion

by Description
Eull Azcess i :
Mo dccess

Default Aocess

Select All

Hide
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Arrange Icons

by Permission — If you select the by Permissions option, /NET
Access sorts the list of Permissions in alphabetical order according to
their Permission Name.

by Description — If you select the by Description option, I/NET
Access sorts the list of available Permissions in alphabetical order
according to their Description Name.

You can also sort the order in which Permissions are displayed by left
mouse clicking on the Permission or Description column headings.

Full Access — Ifyou select this option, all 6 Access Level check boxes
are checked for the selected Permission(s).

This means that the Permission will be granted for all OPC Client appli-
cations.

No Access — If you select this option, none of the 6 check boxes are
checked for the selected Permission(s).

This means that the Permission will be denied for all OPC Client appli-
cations.

Default Access — If you have changed Access Levels from their
defaults, you can quickly reset them to their original defaults by select-
ing this option.

Select All — This option highlights all available permissions for the
currently selected I/NET item. It provides a handy way to change
Access Levels for all Permissions in one quick operation.

Hide — You can select this option to hide the Permission Form. As an
alternative, you can also select the View > Access Levels option to hide
or display the Permission Form.
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Status Bar

For Help, press F1

Z

The menu option View > Status Bar will show or hide the status bar.
The Status bar is displayed at the bottom of the /NET Access window.

When you navigate through or select an available menu option, the Sta-
tus bar shows a brief summary of the menu option's function, and may
also display information such as Shortcut Keys.

Table 8.3: Shortcut Keys

Key Action
F1 Help > I/NET Access Help
F2 Edit > Rename
F3 Edit > Find Next
SHIFT+F3 Find previous
ALT+F4 Action > Close
F5 View > Refresh
CTRL+A Edit > Select All
CTRL+C Edit > Copy Name
CTRL+D View > Display (only if Folders Tree is visible)
CTRL+F Edit > Find
CTRL+P Action > Print
CTRL+BKSP Go > Up One Level
ALT+LEFT Go > Back
ALTH+RIGHT Go > Forward
ALT+SPACE Display System menu
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8.4 The Permissions Database

The Permissions database is installed during installation of the TAC
OPC Server for I/NET. After installation, the Permissions database only
includes AMT events. For OPC Client applications to be able to receive
I/NET data, the data must still be added to the Permissions database.

I/NET Access is used to populate the Permissions database. The TAC
OPC Server for I/NET uses the database as a reference copy of I/NET
data.

Note

To be able to configure the Permissions database, you must be logged
into I/NET Access. For details on how to Log On see Section 8.1.5,
“Logging On to I/NET Access”, on page 82.

All Changes to the Permanent database must be made using I/NET
Access.

There are 2 possible methods that you can use to populate the Permis-
sions database:

*  Manual upload
*  Automatic upload.

A Manual upload allows you to search through the I/NET hierarchy to
locate and then upload specific I/NET data items. During a Manual
upload you individually select specific folders or items within the
I/NET Access Folders Tree. As each folder or item is selected, /NET
Access initiates a call to the I/NET system to upload the required infor-
mation into the Permissions database.

An Automatic upload can speed up the operation by:
»  Enabling you to upload all I/NET system data in one operation.

*  Enabling you to quickly select specific /NET data items without
having to navigate down through the I/NET hierarchy to locate the
required items.

In both methods, when I/NET Access makes a call for the data to be
uploaded from the live I/NET system:

*  The data is automatically added to the Permissions database, and
in the process also assigned its default security settings (Permis-
sions).

*  The data is automatically added to the Folders Tree to diagram-
matically represent its placement within the I/NET hierarchy.
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8.4.1

Hierarchy of Uploaded Data

Table 8.4: Events

During the upload process, all I/NET items uploaded into the Permis-
sions database are automatically sorted in an hierarchical order. The
hierarchy which the information follows is determined according to the
structure of the I/NET system from which the data is retrieved.

MCI with 10 Prits

Displaying items in a hierarchy serves two purposes:

*  Specific I/NET items can be easily and quickly located within the
Permissions database, using the folders tree within the I/NET
Access Window, and

*  When using a Client application, an end user can use a Browser to
quickly search through the hierarchy of I/NET items in the Per-
missions database to locate a specific /NET item.

Events

The first item in the hierarchy is the Events folder. The I/NET system
uses event messages to notify you of specific event occurrences. The
TAC OPC Server for I/NET has the ability to relay these messages to a
client application.

When you highlight this folder, all available events are displayed in the
object view pane. You can then highlight individual events and choose
whether or not they will be visible to a client based on each of six per-
mission levels (refer to Section 8.6, “Customizing Permissions”, on
page 118 for more information).

Each event is assigned a severity value, allowing you to use priority
mapping within a client application to determine how the event gets
processed. The following table lists and describes the events that are
supported by the TAC OPC Server for I/NET.

Name Text Description Severity
Event 0 State change A discrete point’s state has changed 150
Event 1 Status alarm A point state change (defined as an alarm) has occurred. 140
Event 2 High limit alarm An analog or digital input point exceeded its high limit value. 150
Event 3 Low limit alarm An analog or digital input point exceeded its low limit value. 150
Event 4 Return to normal This point has returned to its normal value from a high or low limit alarm or to 130

its normal state if it is a discrete point.
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Table 8.4: Events (Contd.)

Name Text Description Severity

Event 5 Demand exception The predicted demand at the end of the current demand interval will exceed 180
the user-specified shed target.

Event 6 Runtime reset A runtime accumulator point has been reset to zero. 180

Event 7 Alarm ack An alarm has been acknowledged by an operator. 130

Event 8 Test off A point has been taken out of test mode. 180

Event 9 Test on A point has been placed into test mode. The point is no longer displaying 180
real-time data.

Event 10 Manual off A point has been taken out of the manual mode and placed back into auto- 150
matic operation.

Event 11 Manual on A point has been taken out of automatic mode and is under manual opera- 140
tion from a host workstation.

Event 12 TMS EST data n/a 150

Event 13 TMS DIS data n/a 150

Event 14 Reader entry A valid key/card was used to enter through an access controlled door. 130

Event 15 Elev. entry A valid key/card was used in an access controlled elevator reader. 180

Event 16 Reader exit A valid key/card was used to exit through an access controlled door. 180

Event 17 Deny entry Sched Entry through an access controlled door was denied because the individual 130
is not allowed access at the time attempted.

Event 18 Deny exit Sched Exit through an access controlled door was denied because the individual is 180
not allowed access at the time attempted.

Event 19 Deny entry PIN Entry through an access controlled door was denied because an invalid per- 180
sonal identification number (PIN) was entered.

Event 20 Deny exit PIN Exit through an access controlled door was denied because an invalid per- 150
sonal identification number (PIN) was entered.

Event 21 Deny entry APB Entry through an access controlled door was denied until the individual exits 620
the same door or another door within the same anti-passback (APB) zone.

Event 22 Deny entry Ten. Entry through an access controlled door was denied because the individ- 800
ual’s key/card is not in the system, or the individual is attempting to enter a
door assigned to a different tenant.

Event 23 Deny exit Ten. Exit through an access controlled door was denied because the individual’s 800
key/card is not in the system, or the individual is attempting to exit a door
assigned to a different tenant.

Event 24 Deny entry Dsbl. Entry through an access controlled door was denied because the key/card 620
used has an invalid issue level is disabled.

Event 25 Deny exit Dsbl. Exit through an access controlled door was denied because the key/card 620
used has an invalid issue level is disabled.

Event 26 Deny entry Sel. Entry through an access controlled door was denied because a door and 800
personnel schedule has not been selected for the individual, or the individual
is disabled.

Event 27 Deny exit Sel. Exit through an access controlled door was denied because a door and per- 800
sonnel schedule has not been selected for the individual.

Event 28 Door Open To Long | A Door Open Too Long alarm has been received. This alarm will not be gen- 140
erated if the door is in “Unlocked” mode.
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Table 8.4: Events (Contd.)

Name Text Description Severity
Event 29 Forced door Resident I/0 points editor for door parent point (BB = 08 or 09) 170
Event 30 Door normal An access controlled door has returned to normal. 130
Event 31 DPU queue ovflw The message storage capacity of a DPU has been exceeded. Messages are 950

being lost.
Event 32 Memory failure A DPU has failed checksum. 950
Event 33 Edit-Indiv. A change in the access control individuals editor has been made. 125
Event 34 Edit-Group A change in the access control group editor has been made. 125
Event 35 Edit-Tenant A change in the access control tenant editor has been made. 125
Event 36 Edit-Trans A change in the access control key/card translation editor has been made. 125
Event 37 Edit-Door A change in the access control door editor has been made. 125
Event 38 Edit-P/Schd A change in the access control personnel schedule editor has been made. 125
Event 39 Edit-AIC A change in the access initiated control editor has been made. 125
Event 40 Edit-Elev. A change in the elevator editor has been made. 125
Event 41 Edit-Hst PW A change in the host passwords editor has been made. 125
Event 42 Edit-DCU PW A change in the DCU passwords editor has been made. 125
Event 43 Duress Entry A duress code has been entered at an entry reader PIN pad. 999
Event 44 Duress Exit A duress code has been entered at an exit reader PIN pad. 999
Event 45 Duress Elevator A duress code has been entered at an elevator PIN pad. 999
Event 46 Bad card read The card reader was unable to validate the card entered by the user. If the 160
DPU is currently sensing a Wiegand reader tamper condition, this message
can occur each time a subsequent Reader Tamper signal is received at the
DPU.
Event 47 Entry PIN t/o User badged a card, but did not enter the correct PIN before the timeout (t/0) 140
expired
Event 48 Exit PIN t/o User badged a card, but did not enter the correct PIN before the timeout (/o) 140
expired
Event 49 No SLI for entry DPU was unable to communicate to SLI to validate a card (only applies to 600
"big cards")
Event 50 No SLI for exit DPU was unable to communicate to SLI to validate a card (only applies to 600
"big cards")
Event 51 Reader entry PIN A valid personal identification number was used to enter through an access 140
controlled door.
Event 52 Reader exit PIN A valid personal identification number was used to exit through an access 140
controlled door.
Event 53 Elev. entry PIN A valid personal identification number was used in an access controlled ele- 140
vator reader.
Event 54 Request to exit The door was unlocked due to a pushbutton or motion detector activation. 140
Event 55 Door re-locked An access controlled door has automatically re-locked. 140
Event 56 Mode-APB reset The Mode Schedule for this door has performed a reset of the anti-passback 140
flags.
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Table 8.4: Events (Contd.)

Name Text Description Severity
Event 57 Mode-PIN enable The Mode Schedule for this door has changed its status to require a PIN for 140
entry.
Event 58 Mode-Unlock The Mode Schedule for this door has changed its status to unlocked. 140
Event 59 Mode-Secure The Mode Schedule for this door has changed its status to secured. 140
Event 60 Mode-Lock The Mode Schedule for this door has changed its status to locked. 140
Event 61 Deny exit ATG User was denied exit from a zone due to anti tail-gate rules. 620
Event 62 Man APB rst Manual APB reset 200
Event 64 Action message An event-driven message was generated (point went into/out of an alarm 200
state, to a specified state, or crossed a certain value).
Event 65 Dispatch An operator entered dispatch message has been generated/printed in 200
response to a point/device alarm.
Event 68 Silence Operator silenced audible alarm 200
Event 69 Restore Tnt. Operator restored a tenant from the recycle bin 200
Event 128 | ATS control Automatic Time Schedule control has commanded this point. 140
Event 129 | Demand control The point has been shed or restored by demand control. 140
Event 130 | Event control A point has been commanded by an event sequence. 140
Event 131 | HHC control A point has been commanded by an HHC. 140
Event 132 | Override control A point has been commanded by a 7750 Building Manager zone or a point’s 140
ATS has been overridden.
Event 133 | Control This point was commanded by a host workstation. 150
Event 134 | Command error An unsuccessful command was issued to a point (communication failure). 180
Event 135 | Lighting control A control action has been issued to a lighting zone and its associated cir- 140
cuits by the override pushbutton.
Event 160 | NPR tbl mem low Indicates a low memory condition in the NPR. Try reducing the number of 700
globalized points or message routing masks in order to free memory in the
NPR.
Event 161 | Site conflict The I/NET site address selected for the NetPlus Router is a duplicate of 800
another site address already used on the same distributed link.
Event 162 | Close IOSrv 1/0 server was shutdown 200
Event 163 | DPU restore fail DPU restore failed 800
Event 184 | Trnd Arch 100% n/a 800
Event 185 | Trnd Arch 90% n/a 620
Event 186 | Trnd Strg 100% n/a 800
Event 187 | Trnd Strg 90% n/a 620
Event 188 | Trnd Trnsf Cmplt n/a 620
Event 189 | Trnd Trnsf Fail n/a 800
Event 190 | Trnd Arch Cmplt Trend data archive complete. The value column reports the # of data 620
records moved
Event 191 | Trnd Arch Fail Trend data archive failed. 800
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Table 8.4: Events (Contd.)

Name Text Description Severity
Event 192 | Power restored Power to the indicated device (usually a Tap or controller) has been 140
restored.
Event 193 | Host config 125
Event 194 | Link ack An operator has acknowledged a Link Tap Software Lost alarm. 130
Event 195 | LAN reconfigure The controller LAN has undergone reconfiguration because a device was 175

added or taken away from the LAN.

Event 196 | Upload data lost SevenTrends consumption, override, demand, or runtime cell information 650
has been lost. Usually due to communication failure or because no file
space is available on the hard disk.

Event 197 | Sample data lost Analog or discrete sample data has been lost. Usually due to communica- 650
tion failure or because no file space is available on the hard disk.

Event 198 | Station lost I/NET lost communication with this controller (usually due to communication 800
failure or power loss at the controller).

Event 199 | Station restored Controller has reestablished communications with I/NET. 800

Event 200 | MCU lost UCI, DPI, MRI, MCI, or I/SITE LAN has lost communication with this micro 800
control unit (UC, MR, ASC, or DPU). Usually due to communication failure or
power loss at the MCU.

Event 201 | MCU restored This MCU (UC, MR, ASC, or DPU) has reestablished communications with 800
the UCI, DPI, MRI, MCI, or I/SITE LAN.

Event 202 | Test off All points in the controller have been taken out of test mode by an HHC. 150

Event 203 | Teston A point has been placed into test mode. The point is no longer displaying 150
real-time data.

Event 204 | Sign on Operator signed on to a DCU 130

Event 205 | Sign off Operator signed off from a DCU 130

Event 206 | Sign on Operator signed on to a Host 130

Event 207 | Sign off Operator sigend off from a Host 130

Event 208 | DCU alm ack Operator acknowledged a DCU Lost, DCU Restored, or DCU SW Lost mes- 130
sage.

Event 209 | MCU alm ack This micro control unit (UC, MR, ASC, or DPU) alarm was acknowledged 130
from a host workstation.

Event 210 | Set date The date was set on this device from an HHC or host workstation. 125

Event211 | Settime The time was set on this device from an HHC or host workstation. 125

Event 212 | ATS start Automatic Time Scheduling in the DCU was enabled. 140

Event 213 | ATS stop Automatic Time Scheduling in the controller was disabled. 140

Event 214 | ATC start Automatic Temperature Control in the DCU was enabled. 140

Event 215 | ATC stop Automatic Temperature Control in the controller was disabled. 140

Event 216 | DMD start Demand control in the DCU was enabled. 140

Event 217 | DMD stop Demand control in the controller was disabled. 140

Event 218 | Online 90% full RWONLN file is 90% full. When this file is full, all incoming data will be lost. 500

Event 219 | Online 95% full The RWONLN file is 95% full. When this file is full, all incoming data will be 600
lost.
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Table 8.4: Events (Contd.)

Name Text Description Severity

Event 220 | Online data lost The RWONLN file is full and has not been archived. All subsequent incom- 800
ing data has been lost.

Event 221 | Special day lost An attempted special day broadcast failed to reach a remote DCU. 600

Event 222 | Time-sync failed Controller time synchronization attempt failed to reach a remote DCU. 600

Event 223 | DCU-save failed An automatic controller save from a remote controller has failed to reach the 400
host.

Event 224 | ATS-mstr failed An Automatic Time Schedule master schedule programming attempt has 400
failed to reach a remote controller.

Event 225 | Auto DIF failed Automatic DOC-to-DIF conversion failed. 400

Event 226 | Host lost I/NET has lost communications over the Ethernet LAN with a host worksta- 160
tion.

Event 227 | Host restored I/NET has established communication with a host workstation over the Eth- 160
ernet LAN.

Event 228 | Acknowledge Operator has acknowledged an Online 90% full, Online 95% full, or Online 130
data lost message.

Event 229 | DCU SW lost The downloadable software in a controller has been lost. You must restore 900
the controller software and database.

Event 230 | LAN tap SW lost The downloadable software in a LAN Tap has been lost. You must restore 900
the Tap software and database.

Event 231 | Link tap SW lost The downloadable software in a Link Tap has been lost. You must restore 900
the Tap software and database.

Event 232 | Host tap SW lost The downloadable software in a Host Tap has been lost. You must restore 900
the Tap software and database.

Event 233 | Ten. D/L failed Downloading tenant information to a DPU has failed. 800

Event 234 | Ind. D/L failed The downloading of Individuals information to a DPU has failed. 800

Event 235 | LAN tap lost I/NET has lost communication with this LAN Tap. 160

Event 236 | LAN tap restored I/NET has reestablished communication with this LAN Tap. 160

Event 237 | LAN tap ack An operator has acknowledged the LAN Tap lost alarm. 160

Event 238 | MCU mem overflow | RAM has been exceeded in associated MR. 800

Event 239 | Purge Operator purged an alarm 150

Event 240 | Tran. D/L failed Access control card translation record download failed 160

Event 241 | IP Adr Conflict@ The IP address selected for the NetPlus Router is a duplicate of another IP 300
address already residing on the system.

Event 242 | Link # Conflict@ The I/NET link address selected for the NetPlus Router is a duplicate of 300
another link address already residing on the system.

Event 243 | MCU reset The MR or ASC has been reset due to an application timeout, a power inter- 180
ruption, or a manual reset.

Event 244 | LAN Tap ovflw LAN (site) Tap event message queue overflowed. The value column reports 700
the # of messages lost.

Event 245 | Link Tap ovflw Link Tap event message queue overflowed. The value column reports the # 700
of messages lost.
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Table 8.4: Events (Contd.)

Name Text Description Severity
Event 246 | Host Tap ovflw Host Tap event message queue overflowed. The value column reports the # 700
of messages lost.
Event 247 | Dial Retry Fail Background dial processing failed to establish connect after several retries. 400
Event 248 | Host tap lost Host tap stopped communicating with the host 160
Event 249 | Host tap restore Host tap communication reestablished 160
Event 250 | Sign on Failed Operator attempted to sign on to host, but username/password combination 190
was incorrect.
Event 251 | Archive Failed The archive activity did not complete successfully. The type of error is listed 800
in the event description field.
Event 252 | Archive Complete The archive activity completed successfully. If verification was enabled, this 620
message indicates that verification was successful.
Event 253 | DCU Queue ovflw Controller event message queue overflowed. The value column reports the 700
# of messages lost.
Hosts
When you highlight the Hosts folder, all operator and backup stations
connected to the Ethernet LAN are displayed in the object view pane.
You can then highlight individual hosts and choose whether or not they
will be visible to a client based on each of six permission levels (refer
to Section 8.6, “Customizing Permissions”, on page 118 for more infor-
mation). By default, host runtime information is visible to all but Level
1 (L1) client applications.
Links
You can expand the Link folder by clicking its plus (+) symbol. This
displays the Link Taps, DLA links, and non-DLA NetPlus Routers
available or defined in your I/NET system. You can expand non-DLA
links to view devices at the next level of the network. You can continue
to expand items and penetrate through the network until you reach the
lowest-level devices.
Although DLA links are included in the hierarchy, these types of links
are not currently supported by the TAC OPC Server for I/NET (i.e., you
cannot expand DLA links).
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8.4.2 Setting Up the Permissions Database

7

Note

When performing either a Manual or Automatic Upload, there is no
option available for selecting either events or lines. Both item types
are automatically included in the Permissions database during the ini-
tial installation process, and as result do not need to be uploaded. The
number of Lines is fixed in the Permissions database as:

* 64 per Controller (if the controller supports Lines)

* 16 per DPU

* 32 per ASC
Manual Upload

ﬁ I/Met Access H=1E3
Action  Edit Yiew Go Tools Help
| = Sk e EE R EE D
Address I\I.-"Net Components j
“# 1/Net Components
Falders by Mame x \ ], e e ~ A
0ooa 0001 000z 0003
; {3 Hosts
-] Links
Folders Tree 4| I
Permission: ®
Permission |t [ 2| 13| 415 ][ L5 | Deseiption
Mo items
L Object “iew
| | B
Faor Help, press F1 i

To upload Hosts — Select Hosts from the Folders Tree to upload all
Hosts within the I/NET system. A summary list of all Hosts available
will be shown within the Object View.

To upload Links — Select Links from the Folders Tree to upload all
Links within the I/NET System. A summary list of all Links within the
I/NET system will be displayed under the Links folder within the Fold-
ers Tree.

An alternative method of selecting folders is to click on the + sign to the
left of the Links folder, or select the +key on your keyboard to display
the list of sub-folders.
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To upload Stations — Select a specific Link (e.g. “OPC Demo Panel”)
from within the “Links” folder. See the diagram below.

All Stations owned by the selected Link are displayed under the Link
selected. See the diagram below.

- f* NPR

" Link Tap

=B (1FC-D emo-Panel
Ahu Demo 1
) MLl with 10 Pnts

As you repeat this step for each Link, the names of all Stations (Control-
lers) owned by that Link are added under each Link name within the
Folders Tree.

To upload Modules, Devices or Points — Select a Station Name (e.g.
“Ahu Demo 17).

o Link Tap
E|.,|"" OPC-Demo-Panel

[ [ag) ML with 10 Prits

Note

The default naming convention used for DDC lines for DDC modules
is “Module ##” where ## is the module number (created if new items
are scanned from the I/NET system). You can change the alias name
to a name that is appropriate for the your application.

If the Station supports DDC Modules, DDC Lines, Devices and Points,
a separate folder for each component will appear under the Station’s
Name within the Folders Tree.

A folder for each component will also appear within the Object View.

Note

If a Controller Password has been defined within I/NET, you will be
prompted to enter the correct controller password in order to upload
any Lines, Modules or Points owned by the Controller (Station).
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To upload DDC Modules — Select the Modules folder to display the
name of all modules contained within the folder.

+ Device Modules

Falders by Mame x x Tk B O
-l -l -l

Dizplay ~
3 1/Met Components - calc flost pid
S
D Hosts cp cp cp
E‘a Links relay reset two pog
,r" HPR.

g LinkTap

Elo * DPC-Demo-Panel
(-5 shu Dema 1

-4 Lines

1 Modules
-1 Paints

-] MCI with 10 Prts
-] DPUs & MRs[01:01

EID Devices L Object View

U

m

[RESE D cvice Modules
~{Z1 MR Lines

The names of all modules contained within the Modules folder are dis-
played within the folder.

Devices

Select the Devices folder to display a list of all Devices within the
Object View.

Points

Select the Points folder to display a list of all Points within the Object
Viewer.

Item Statuses

Icons to the left of items indicate whether they are currently in an Online
or Offline state within the I/NET network. The icon status updates when
I/NET Access detects a device has gone offline. However recovery
from that icon will required that you go to the “Work Offline” mode,
delete the device, and then go back to the online mode (see Table 8.2,
“Component Icons (Online and Offline states)” for a view of online and
offline icons).

The I/NET Access Title Bar also indicates the current state of items.
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Automatic Upload

As an alternative to manually uploading individual I/NET items, you
can elect to perform an Automatic Upload in which multiple /NET
items are uploaded into the Permissions database in a single operation.

To do an Automatic Upload

1
2

Select Action > Synchronize. This starts the Synchronize Wizard.

Select Next to continue with the synchronization, or Cancel to
close the screen.

Synchronize EE
Synchronize with what? _;i}
*t'ou may select which network, components to synchronize. : “pv"
‘what should the “Wizard spnchronize with? Options:

[w]5can Hosts

[w]Scan Links

[w]Scan Stations
[w]Scan Modules
[w]5can Devices
[w]5can Device Modules
[w]5can Points

Llear Selection | Clear Dptions |

To start synchranizing, press Begin.

Begin I Cancel |

In the synchronize screen, the left and right text boxes give you dif-
ferent levels of control over which I/NET items you want the Syn-
chronize Wizard to include in the Permissions database.

The Left Pane — The left pane gives you general control over which
I/NET items are uploaded.

The Right Pane — The right pane is intended to give more precise
control over which I/NET items are uploaded into the Permissions data-
base.

3

Select options in the left pane
a  Check the Entire Network check box.
b or check a Link name (e.g. “Link 02”)

¢ or select the + sign to the left of a Link Name to expand the
Link, then check a Station Name.

This causes the Synchronization dialog to launch while the syn-
chronize operation uploads all I/NET items owned by that station
into the Permissions database

If a controller has a Password assigned for it within I/NET, you will
be prompted to enter the Password for items owned by the Station
to be added to the Permissions database.
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4  alternatively, you may select options in the right pane:
a  Check the names of specific I/NET items for which you want
data uploaded into the Permissions databases.
This causes only those specific I/NET items to be added to the Per-
missions database.
Note

There is no option available within the Synchronize Screen for select-
ing events or lines. These are configured by permissions.

5

To change a selection, select the Clear Selection button for the
left pane or the Clear Options button for the right pane to
uncheck all check boxes. You can also manually uncheck specific
selected check boxes with a left mouse click in either pane.

Start the Synchronization
a  Select the Begin button.

I/NET Access automatically uploads whichever items you selected
within the Synchronize dialog. These items are copied to the Per-
missions database and simultaneously assigned their Permissions.

The Synchronize Wizard Displays the ‘Synchronization is com-
plete screen’. The Screen lists the names of all Links that were suc-
cessfully uploaded into the Permissions database.

Synchronize EHE
Synchronization complete _;i}
The databaze iz now synchronized. : “pv"

The Synchronize “Wizard has finished. The databaze on thiz machine now comectly
teflects the hardware on the | /Met network.

The databaze now containg the following links:
MPR i

Link Tap

OPC-Demo-Panel

Mate: If a walid link iz not shown in the list, check that it is functioning properly
and iz connected ta the netwark, then by synchronizing again.

Lloze |

If a Link name is missing from the list, check that the Link is func-
tioning properly and that it is connected to the Network.

Then, to upload only that specific Link start the synchronization
again and check the “scan Links option” from the Synchronize
screen’s right text box.

b Select Close.
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8.4.3 To Refresh the Permissions Database

"7  Note

To be able to Refresh the Permissions database by adding fresh data
from the I/NET system you must work in an Online Mode.

Select View > Refresh.
All folders within the Folders Tree are collapsed.

The Folders Tree will show the same basic folders that you see when
you first log on to I/NET Access

By collapsing the folders you are forced to reselect them to see their
contents. In reselecting the folders you are effectively performing a
Manual upload. I/NET Access forces a scan of the live I/NET system
every time you select a folder.

If any differences are found between the existing contents of the Per-
missions database, and the contents of the live [/NET system, the Per-
missions database will be updated to reflect the changes. Existing
unchanged data within the Permissions database will not be affected as
a result of a Refresh being performed.

8.4.4 Guidelines of Synchronization

Be aware of the following guidelines when synchronizing I/NET
Access with a live I/NET system:

1 Ifanitem (Point, Station, etc.) is scanned during the “Synchro-
nize” process and there is no entry in the database, a new entry
will be created and the item’s alias name is the name discovered
from the I/NET System.

2 Ifanitem (Point, Station, etc.) is scanned during the “Synchro-
nize” process and there is already an entry for the item in the data-
base, only some of the properties of the item will be stored in the
database. The name will not be overwritten, because the user
might have intentionally changed it to use that specific name as
part of the OPC Item ID to be exposed (i.e., as an alias).

3 Ifyou Remove an item, it will be deleted from the database. If you
go online again, a new entry will be created and the item’s alias
name is the name discovered from the I/NET System.

4  If you rename an item within I/NET Access, it will be written as a
new alias name into the database. This new alias name will be
exposed as part of the OPC Item ID by the OPC Server (if you
have downloaded your changes).

5 Ifyou alter the name of an item via I/NET Seven or I/NET 2000,
you actually change the name of the item but you do not change
the Alias name within I/NET Access.
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8.5 To Work Offline

7

Select Action > Work Offline

Note

You cannot remove items from the Permissions database unless you
are working in an Offline mode.

This disconnects I/NET Access from the live I/NET system.

You use the Work Offline option to make changes to the contents of the
Permissions database.

You will only want to work in an Offline mode once the Permissions
database has been set up with all I/NET data that the TAC OPC Server
for I/NET is going to need to reference.

When you work in an Offline mode, the changes you select are imple-
mented on the static contents of the Permissions database.

The reason for selecting the Work Offline option is prevent I/NET
Access from being forced to upload fresh I/NET data every time you
select an item to change.

Note

I/NET Access typically performs a Manual upload each time that you
select an item from the Folders tree.

Working in an Offline mode means that you can make changes to the
contents of the database faster than in an Online mode, since you do not
have a delay in waiting for I/NET Access to upload the fresh data every
time that you select an item to change.

A disadvantage of working Offline is that the Permissions database may
contain information that does not reflect the current status of the I/NET
system.

Note

You cannot remove items from the Permissions database unless you
are working in an Offline mode.
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8.6 Customizing Permissions

It may be necessary for the security of an I/NET system that a Client
application is not granted access to a specific I/NET item. If the default
Permission is configured to allow access to the I/NET item, the Permis-
sion can be re-configured to ensure that access to the item is denied.

To Change Permissions for I/NET Items

To be able to change access Permissions your user account must contain
a “User may change access rights” permission.

1

Select an item (e.g. Host, Link, Station, etc.) from the Object
View. All available Permissions for the selected item are automati-
cally displayed in the Permissions Form.

Select a Permission Name to change its Permissions

Right mouse click to pop up the Permission Form context menu.
The menu provides options for automatically checking or
unchecking Access Level Code checkboxes.

Select one of the available menu options to change the Permission:

*  Full Access: Automatically checks all 6 check boxes for each
selected Permission.

¢ No Access: No check boxes are checked for each selected
Permission.

*  Default Access: The default access levels are re-applied for
all selected Permission.

or alternatively, manually check or uncheck individual check
boxes for Permissions.

To select multiple Permissions:

1

Left mouse click on the first item in a list of items, then hold down
Shift and select the last item in the list, or

Ctrl and left mouse click to select non-sequential permission
names, or

Left mouse click in an unoccupied area of the Permission column
and drag the mouse marquee a selection, or

Hold the mouse pointer over an unoccupied area of the Permission
column, right mouse click to pop up the context menu, and select
Select All
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Changing Access Levels for Host item Permissions

1

Select a Host folder from the Object View.

When you select the Host folder, all Host Permissions are displayed
in the Permission Form with their default Permissions.

The illustration below shows the default Permission for a Host
item. All Hosts items have a visible Permission:

Permission [ L[z 3] a5 L [ Deseiption
(=Y izgible O Host runtime information is visible

Host Runtime information is visible to all but Level 1 (L1) Client
applications.

Check a check box (1 to 6) that corresponds to the level that the
TAC OPC Server for I/NET is operating at if you want to enable
the Permission and allow a Client its request. To disallow a Per-
mission in order to prevent the TAC OPC Server for I/NET from
permitting the Client’s request, uncheck the same check box.

Changing Access Levels for Link item Permissions

1

Select a Link from the Object View.

When you select the Link folder, all Link Permissions are displayed
in the Permission Form with their default Permissions.

All link items have the following Permissions, and default access
levels enabled:

* L1 OPC Client applications are not permitted to see or change
any Link information.

e L2 to L6 OPC Clients are able to see Link runtime informa-
tion,

* L3 to L6 OPC Clients are able to see Link configuration infor-
mation,

* L5to L6 OPC Clients are able to change Link names and dis-
tribution details.

Peimission [tz [a]1a [ 15 L6 [ Desciption

(=D izible [m] Link. runtime information iz visible

(== Configuration Visible O O Link, configuration information is visible
= Mame O O g g Link. name is writable

(=S Digtribution D etails O 0O 0o g Link. distribution details are wiitable

Check or uncheck the appropriate check boxes under each of the 6
Access Level columns to make changes to the default Permission

Changing Access Levels for Station item Permissions

1

Select a Station from the Object View.

When you select a Station, all Station Permissions are displayed in
the Permission Form with their default Permissions.

All Stations have the following Permissions displayed in the Per-
mission Form with their default Permissions.
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* L1 OPC Client applications are not permitted to see or change
any Station information.

e L2 to L6 OPC Clients are able to see Station runtime informa-
tion and see Station lines,

* L3 to L6 OPC Clients are able to see configuration informa-
tion change Station dates, and times,

* L5 and L6 OPC Clients are able to change Station names,
[

LE | Description

,_
a
=
L

OEEROEEE
F

Permission |
(= Visible

Configuration Yisible

Narne

E#Data

Tirne

Lines

Distribution Details

Station runtime information is visible
Station configuration information iz visible
Station name s witable

Station date is writable

Station time is writable

Station lines are visihle

Station distribution details are writable

Ooooooool=
OEOO000=
OEEEOEE
OEEREEE
OEEREREE

Check or uncheck the appropriate check boxes under each of the 6
Access Level columns to make changes to the default security set-
tings.

Changing Access Levels for Points item Permissions

1

Select a Point from the Object View.

When you select a Points, all Point Permissions are displayed in the
Permission Form with their default Permissions:

* L1 OPC Clients are not permitted to see or change Point
information.

* L2to L6 OPC Client Applications are able to see runtime
information,

* L3 to L6 OPC Client applications are able to see configura-
tion information, and point extensions, to change point val-
ues, and point control actions,

* L4 to L6 OPC Client applications are able to acknowledge
point alarms,

e L5 OPC Client applications are able to change:

point details
point/message cells,
point parameters,
point ATS extensions

Permission [ L[z 3] a5 L [ Deseiption

(=Y izgible O Paint runtime information iz vizible
Configuration Visible O g Paint configuration information iz visible
Extenzions O g Paint extensions are vizible

(=Y alue O g Paint walue is writable

(=8 Alarm Acknowledge O O g Paint alarm acknoledge iz writable
Control Actions O g Paint control actions are wiitable
Dretailz O 0O O g Point details are wiitable
Meszzage/Cel O 0O O g Point mezzage/cell iz wiitable
Parameters O 0O O g Point parameters are writable

=B ATS Ext O 0O O g Paint ATS extengion iz writable
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2

Check or uncheck the appropriate check boxes under each of the 6
Access Level columns to make changes to the default security set-
tings.

Changing Access Levels for DDC Lines item Permissions

1

Select a DDC Line from the Object View.

When you select a DDC Line, all DDC Line Permissions are dis-
played in the Permission Form with their default Permissions.

All DDC Lines have the following Permission settings:
Visible

Check or uncheck the appropriate check boxes under each of the 6
Access Level columns to make changes to Permissions.

Changing Access Levels for Device item Permissions

1

Select a Device from the Object view.

All Devices have the following Permissions, and default Permis-
sions:

* L1 OPC Client applications are not able to see or change any
Device information.

« L2 to L6 OPC Clients are able to see Device runtime informa-
tion, Device Modules, and read Device Lines,

* L3 and L6 OPC Clients are able to change see Device config-
uration information, and

Check or uncheck the appropriate check boxes under each of the 6
Access Level columns to make changes to the default Permissions.

Permission [ L[z 3] a5 L [ Deseiption

(=Y izgible O Device runtime information iz vizible
Configuration Visible O g Device configuration information iz visible
DDC Modules Visible O Device modules are visible

Lines O Device lines are readable

Changing Access Levels for DDC Module item Permissions

1

Select a DDC Module from the Object View.
All DDC Modules have the following Permissions:

* L1 OPC Client applications are not able to see or change any
DDC Module information.

e L2 to L6 OPC Clients are able to see DDC Module runtime
information.

* L3 and L6 OPC Clients are able to change DDC Module Set-
points, and

Permission [T te]a] 1415 L6 [ Desciption
(=D Vigible [m] tdodule runtinme information is visible
(=% Setpaints O O tModule setpaints are writable
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8.7

2 Check or unchecked the appropriate check boxes under each of the

6 Access Level columns to make changes to the default Permis-
sions.

These new access levels for each selected Permission are automat-
ically written to the Permissions database.

To indicate that the new settings vary from the default, those check
boxes that were previously selected, and vice versa, will have a red
outline to them to indicate that their access levels are not the
defaults.

The new access levels for each selected Permission are automati-
cally written to the Permissions database.

Changing Permission Defaults

The methods described are suitable for changing a Permission or Per-
missions for specific /NET items. Using this method, one Permission
or all Permissions associated with an item can be changed. The config-
uration changes made using this method only affect the currently
selected I/NET item (such as a point).

Instead of changing Permissions for select /NET items, it is possible to
change the configuration of Permissions for entire [/NET item types
(from Host to Point items), by changing Default Permissions.

A practical example of where this feature would be helpful, is ifa Client
application should be prevented from viewing runtime information for
all Points, not just a single point. The default Visible Permission for all
Point items can be changed in a single operation by altering the default
Visible Permission for Points.

Note

You will only be able to change the access defaults if your User Priv-
ilege includes a “Users may change access defaults” Status.

Renaming Items in the Permissions Database

To be able to Rename an I/NET item, you must have the appropriate
“User may change item names” User Permission.

1 Select the I/NET item in the Object View.

2 Right Click to pop up the context menu, and select the Rename
menu option or

Select Edit > Rename. The name of the selected item changes to
editable text.

3 Type a new name for the item.

I/NET Access stores the new alias name in the Permissions data-
base along with the item’s original I/NET item name. When the
Server passes the item on to an OPC Client the Server refers to the
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item by its alias name. OPC Client applications therefore know the
I/NET item by its alias name. The alias name does not in any way
affect the naming of items as seen from within I/NET.

Here are some important guidelines to keep in mind when renam-
ing items (i.e., points, stations, etc.):

If an item is uploaded from I/NET and there is no entry for the
item in the permissions database, a new entry will be created and
the item’s alias name is the name discovered from the I/NET Sys-
tem.

If an item is uploaded from I/NET and there is already an entry for
that item in the permissions database, only some of the properties
of the item will be updated in the database. The alias name already
defined for the item will not be overwritten.

If you remove an item from the database and then re-upload the
item from I/NET, a new entry will be created and the item’s alias
name is the name discovered from the I/NET System.

If you rename an item within [/NET Access, it will be written as a
new alias name into the database. This new alias name will be
exposed as part of the OPC Item ID by the OPC Server (if you
have downloaded your changes).

If you alter the name of an item via I/NET Seven, you actually
change the name of the item but you do not change the the alias
name stored within the I/NET Access permissions database.

8.8 Removing Items from the Permissions Database

7

Note

To be able to select the Remove option, you must be in an Offline
mode.

1

Select the item, or series of items from within the Folders Tree or
object View.

Right Click to pop up the context menu, select Remove, or
Select Edit > Remove.

The item is removed from the Permissions database. Thus, the
item(s) will no longer be available to Client applications after the
TAC OPC Server for I/NET is Refreshed or restarted.

The Remove function performs a cascading delete, i.e., all items
listed below the selected item within the Folders Tree hierarchy are
removed from the Permissions database.
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9 The OPC Test Client

9.1 Starting the OPC Test Client

7

Note

A Client application can only receive configuration and runtime data
and AMT events from the I/NET system while it is connected to the
TAC OPC Server for I/NET.

9.1.1 Connecting to the TAC OPC Server for I/NET

To receive data and events from the I/NET system, you need to connect
the Test Client application to the Server.

Depending on what type the client application is, it will either be able to
receive data or events, or a combination of both, from the I/NET system.

1  Select the OPC Data Access Server program 1D
(TAC.INET.OPC.Server.DA.1) to receive I/NET data, or

2 Select the OPC Alarms and Events Server program ID
(TAC.INET.OPC.Server.AE.1) to receive AMT events, or

3 Select both program ID's to receive both data and AMT events.

Note

The Test Client application supports both item types (data and events)
and is able to use either or both program ID’s.

Once you connect to the OPC Server from within a client application:

*  The OPC Server Icon will automatically be displayed in the sys-
tem tray, if the OPC Server is running at the time that the Client
Application connects to it.

Using the Server

To be able to receive I/NET data and events the Permissions database
must already be populated with I/NET data and events. For more infor-
mation on setting up and configuring the Permissions database, please
refer to Section 8.4, “The Permissions Database”, on page 103.

The OPC Client application can only receive I/NET data and events if
the Server’s security settings allow it.
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The functions you will be able to perform from within the Client appli-
cation will also be dependent on the security settings you defined for it.

Uploading I/NET Items

When you select an I/NET item, a call to upload the data is made to the
live I/NET system. The I/NET OPC Permissions database server checks
to see what security settings are applied to the information before pass-
ing it on to the Client. If the Client’s security settings permit it to see the
data, the current value for the item is displayed within the OPC Client’s
window.

Hierarchical Browsing Technique

The OPC Server supports the OPC Hierarchical Browsing technique.
Using the Test application required I/NET items can be quickly and eas-
ily located from within the I/NET hierarchy.

9.1.2 Exiting from the Server

If you exit from the Client application, but do not select Disconnect, the
Server will continue to run in the background. The Server icon will
remain in the taskbar to indicate that the Server is still running.

To close the Server, right-click on the OPC Server icon in the system
tray to bring up a pop-up menu. From this menu, you can select to Close
the OPC Server.
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A1

A1

A1.2

A1.3

I/NET Items

The following is a list of items that can be exposed via the OPC Server.
These items may be available to OPC Client applications depending on
the configuration of your system.

The list contains important reference information about specific limits
(e.g. the maximum number of characters and conventions which must
be followed).

Host Layer Data Items

Status

Name

Address

Description — Supplies the status of a host PC on an I/NET network.
Values — 0 = Offline, 1 = Online

Limits — n/a

Access — Read Only

Data Type — Configuration

Description — Supplies that name of a host PC on an I/NET network.
Values — Text

Limits — Maximum of 16 characters, must be unique

Access — Read Only

Data Type — Configuration

Description — Supplies the address of a host PC on an I/NET network.
Values — Text

Limits — Maximum of 16 characters, must be unique, values of 1-63
Access — Read Only

Data Type — Configuration
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A14

A2

IP Address

Description — Supplies the I[P Address of a host PC or NPR on an I/
NET network. A host IP Address is a 4 octet value separated by periods
(e.g. 168.192.200.68)

Values — Text

Limits — Maximum of 16 characters. Each host or NPR must have a
unique [P Address to communicate across a commercial network.

Access — Read Only
Data Type — Configuration

Link Layer Data Items

A2.1 Status
Description — Supplies the status of a Link on an I/NET network.
Values — Text
Limits — n/a
Access — Read Only
Data Type — Configuration

A2.2 Name
Description — Supplies the name of a Link on an I/NET network.
Values — Text
Limits — Maximum of 16 characters. Each Link name must be unique.
Access — Read/Write
Data Type — Configuration

A23 Address
Description — Supplies the address of a Link on an I/NET network.
This is the LL portion of the LLSSPPBB I/NET address
Values — Text
Limits — Maximum of 16 characters. A Link address must have a
value of 0-99. Each link on an I/NET system must have a unique address
number.
Access — Read Only
Data Type — Configuration
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A.2.4 Firmware Revision

Description — Shows the current firmware revision number.
Values — Text

Limits — Maximum of 16 characters.

Access — Read Only

Data Type — Configuration

A.2.5 Firmware Date

Description — Shows the current firmware revision date.
Values — Text

Limits — Maximum of 16 characters

Access — Read Only

Data Type — Configuration

A.2.6 Distribution Group

Description — The distribution group number (1-4) must match the
distribution group of the host PC to which you want the tap to send mes-
sages

Values — Numeric

Limits — 0 to 255

Access — Read/Write
Data Type — Configuration

A2.7 Message Mask

Description — The message mask must match the Mask(s) of the host
PC to which you want the tap to send messages. The mask consists of a

series of dashes and x’s (for example: "-x--x---"). Each "x" represents
an enabled mask position.

Values — Text

Limits — Maximum of 16 characters.

Access — Read/Write

Data Type — Configuration
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A.2.8 Message Priority

Description — The message priority can be one of 4 conditions, as fol-
lows:

* 0=None

* 1=Routine

* 2 =Priority

» 3 =Critical

Values — Numeric or String
Limits — 0,3

Access — Read/Write

Data Type — Configuration

A.2.9 LAN Speed

Description — The LAN Speed applies to taps that reside on a Con-
troller LAN. This identifies the LAN speed as 9600 or 19 200 baud for

RS48S5 ports.
Values — Numeric or String
Limits — 0,3

Access — Read Only
Data Type — Configuration

A3 Controller Layer Data Items

A.3.1 Status

Description — Supplies the status of a Controller on an I/NET Net-
work.

Values — 0= offline, 1 = Online
Limits — n/a

Access — Read Only

Data Type — Configuration

A.3.2 Name
Description — Supplies the name of a station on an I/NET Network.
Values — Text
Limits — Maximum of 16 characters. Each staion name must be
unique.
Access — Read/Write
Data Type — Configuration
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A.3.3 Address

Description — Supplies the address of a station on an I/NET Network.
This is the SS portion of the LLSSPPBB I/NET address.

Values — Text

Limits — Maximum of 16 characters. Each station on an I/NET system
must have an unique address number. A station address must have a
value of 0-63.

Access — Read Only
Data Type — Configuration

A.3.4 Number Stations

A.3.5 Date

A.3.6 Time

Description —

Values — Numeric

Limits — 0 to 255

Access — Read Only

Data Type — Configuration

Description — Shows the current date according to the Controller.
Values — Text

Limits — Maximum of 16 character.

Access — Read/Write

Data Type — Configuration

Description — Shows the current time according to the Controller.
The time shown is in 24 hour (military) format.

Values — Text

Limits — Maximum of 16 characters.
Access — Read/Write

Data Type — Configuration

A3.7 Available Bytes

Description —

Values — Floating Point Number
Limits — 0to 255

Access — Read Only

Data Type — Configuration
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A.3.8 Remaining Bytes
Description —
Values — Floating Point Number
Limits — 0 to 255
Access — Read Only
Data Type — Configuration

A.3.9 Firmware Revision

Description — Lists the firmware revision number of the firmware
installed in the controller.

Values — Text

Limits — Maximum of 16 characters.
Access — Read Only

Data Type — Configuration

A.3.10 Firmware Date

Description —

Values — Text

Limits — Maximum of 16 characters.
Access — Read Only

Data Type — Configuration

A.3.11  Last Changed Date

Description —

Values — Text

Limits — Maximum of 16 characters.
Access — Read Only

Data Type — Configuration

A.3.12  Distribution Group

Description — Distribution Groups are part of the filtering system
used to route messages, alarms, and data to Host workstations. There are
4 distribution groups each with 8 mask positions, for a total of 32 pos-
sible mask positions.

Values — Numeric

Limits — 0 to 255

Access — Read/Write
Data Type — Configuration
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A.3.13  Message Mask

Description — Determines which Host workstations receive messages
from a controller. The mask consists of a series of dashes and x’s (for
example: "-x--x---"). Each "x" represents an enabled mask position.

Values — Numeric or String
Limits — 0 to 255

Access — Read/Write

Data Type — Configuration

A.3.14  Message Priority

Description — The message priority can be one of 4 conditions, as fol-
lows:

* 0=None

* 1=Routine

* 2 =Priority

e 3 =C(ritical

Values — Numeric or String
Limits — 0,3

Access — Read/Write

Data Type — Configuration

A4 Point Data Items

Reading a point is limited to:

*  The basic value (state and/or value)

*  Availability (quality)

*  Status (alarm, manual mode)

Controlling a point is limited to:

+  Setting its basic value (state and/or value)

*  Status (test mode, manual mode) where applicable for the point
type.

A.4.1 Status
Description — Supplies the status of a point on an I/NET network.
Values — 0 = Offline, 1 = Online
Limits — n/a
Access — Read Only
Data Type — Configuration
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A4.2 Name (All Point Types)

Description — Supplies the name of a point on an I/NET network.
Values — Text

Limits — Maximum of 16 characters for all but Indirect Points. Indi-
rect points are limited to a maximum of 1 characters. Each point name
must be unique.

Access — Read/Write
Data Type — Configuration

A43 Address (All Point Types)

Description — Each point has a 10 character point address composed
of Link, Statio, Point and Bit Offset numbers and 2 letter point type. The
address form is described as LLSSPPBBTT.

Values — Text

Limits — Maximum of 16 characters.
Access — Read Only

Data Type — Configuration

Ad.4 Class (All Point Types)

Description — All point types belong to either an external, internal or
indirect point class.

Value — Numeric or String
Limits — 0,3

Access — Read/Write
Data Type — Configuration

A45 Distribution Group (All Point Types)

Description — The Distribution Group is used in combination with the
mask field. There are 4 possible Distribution Groups. The Distribution
Group must match a Host workstation distribution group for message
masks to be matched.

Value — Numeric or String
Limits — 0 to 255

Access — Read/Write
Data Type — Configuration
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A4.6 Alarm Priority

Description — The alarm priority can be one of 4 conditions, as fol-
lows:

* 0=None

* 1=Routine

* 2 =Priority

* 3 =Critical

Values — Numeric or String
Limits — 0,3

Access — Read/Write

Data Type — Configuration

A4.7 Message Priority (All Point Types)

Description — The message priority can be one of 4 conditions, as fol-
lows:

* 0=None

* 1=Routine

* 2 =Priority

» 3 =Critical

Values — Numeric or String
Limits — 0,3

Access — Read/Write

Data Type — Configuration

A4.8 Cell Number (All Point Types)

Description — Supplies the Docutrend Cell Number for a given point.
The number will be between 1 and 1023.

Values — Numeric
Limits — 0to 1023

Access — Read/Write (Depending on access rights set up by I/NET
Access)

Data Type — Configuration

TAC AB, March 2004 137 (166)
0-004-7671-1 (EN)
TCON296-02/94



A I/NET Items TAC Vista IV, Engineering TAC OPC Server for I/NET

A.4.9 Scan Interval

Description — This is a length of time in seconds that elapses between
Point scans.

Values — Numeric

Limits — 0 to 255

Access — Read/Write

Data Type — Configuration

A.4.10 Global Level (All Point Types)

Description — Is used to globalize a point. There are 4 possible
options for this item, as follows:

e 0=Local
e« 1=LAN
e 2=Link

*+ 3 =System

Values — Numeric or String
Limits — 0,3

Access — Read/Write

Data Type — Configuration

A.4.11  Number of Bits (DI & DA Point Types Only)

Description — Select 1, 2, or 3 to describe the number of bits moni-
tored by the DI or DA point.

Values — Numeric

Limits — 0 to 255

Access — Read/Write

Data Type — Configuration

A.4.12  Supervision (DI & DA Point Types Only)

Description — Select either 1-resistor or 2-resistor configuration.
Values — Numeric or String

Limits — 0,3

Access — Read/Write

Data Type — Configuration
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A.4.13  Normal State (DA Point Types Only)

Description — Select:
1 — Normally Closed
0 — Normally Open to indicate the normal state.
Normal State is displayed in green, alarm in red.
Values — Numeric
Limits — 0 to 255
Access — Read/Write
Data Type — Configuration

A.4.14  Alarm Delay (DA, DM, Al & Gl Points Only)

Description — Enter a number between 0 & 32,767. This is the num-
ber in seconds that the system must continually detect an alarm condi-
tion before reporting it.

Values — Numeric

Limits — 0 to 255

Access — Read/Write
Data Type — Configuration

A.4.15  Restart Control Action (DC and DO Point Types Only)

Description — There are 4 possible options as follows:

(0= Reinforce

. 1 = None
e 2=Trip
e 3 =Close

This action tells the controller what to do to the DO or DC point when
a DCU restart occurs due to a power cycle or manual reset.

Values — Numeric or String
Limits — 0to3

Access — Read/Write

Data Type — Configuration
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A.4.16  3-State
Description — All door point defined in DPU’s must be 3-state
(secure, locked or unlocked). Enable this option for door points only.
Values — 0= Disabled, 1 = Enabled
Limits — 0, 1
Access — Read/Write
Data Type — Configuration
A.4.17 Time to State

Description — This is used with DC point types only. Time to State is
represented by a number between 0 and 32,767. This is the number of
seconds the system waits before an alarm is raised. This feature is
intended to prevent false alarms on start up of devices.

Values — Numeric

Limits — 0 to 255

Access — Read/Write

Data Type — Configuration

A.4.18 Minimum Trip (DC and DO Point Types Only)
Description — Minimum Trip is represented by a number between 0
and 255. This is the number of minutes that mist elapse following a 0
command from the controller before a 1 command can be issued. A 1
command closes a contact (energizes), a 0 command opens a contact
(de-energizes).
Values — Numeric
Limits — 0 to 255
Access — Read/Write
Data Type — Configuration

A.4.19  Minimum Close (DC and DO Point Types Only)
Description — Minimum Close is represented by a number between 0
and 255. This is the number of minutes that must elapse following a 1
command from the controller before a 0 command is issued. A 1 com-
mand closes a contact (energizes), a 0 command opens a contact (de-
energizes).
Values — Numeric
Limits — 0 to 255
Access — Read/Write
Data Type — Configuration
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A.4.20 Time to State (DC Point Types Only)

Description — This is the number of seconds the system waits for a
device that has been issued a start or stop command to reach the
expected velocity or output before checking the DM point to determine
an alarm condition. An alarm is raised if the monitored point has not
transistioned to the correct 1 or O state.

Values — Numeric

Limits — 0 to 255

Access — Read/Write
Data Type — Configuration

A.4.21  Monitor Point Address (DC Point Types Only)

Description — This is the address for the DM point monitoring the
device controlled by a DC point.

Values — Text

Limits — Maximum of 16 characters.
Access — Read/Write

Data Type — Configuration

A.4.22  Conversion Equation (Al, GI, GO and PI Point Types)

Description — This designates the equation the system will use when
calculating conversion coefficients. There are 2 options, Linear or Flow.

Values — Numeric or String
Limits — 0, 1

Access — Read/Write

Data Type — Configuration

A.4.23  Lookup Table Number

Description — This number is an accurate translation fora non-linear
input point, found in a lookup table.

Values — Numeric

Limits — 0 to 255

Access — Read/Write
Data Type — Configuration
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A.4.24  Low Alarm Limit (Al and Gl Point Types Only)

Description — This number needs to be within the acceptable engi-
neering unit range for the sensor associated with this point. If the sensor
records a value less than the number you use for the Low Alarm Limit,
the point goes into alarm.

Values — Numeric

Limits — 0 to 255

Access — Read/Write
Data Type — Configuration

A.4.25 High Alarm Limit (Al and Gl Point Types Only)

Description — This number needs to be within the acceptable engi-
neering unit range for the sensor associated with this point. If the sensor
records a value greater than the number you use for the Low Alarm
Limit, the point goes into alarm.

Values — Numeric

Limits — 0 to 255

Access — Read/Write
Data Type — Configuration

A.4.26  Offset (Al, GlI, AO and GO Point Types)

Description — The Offset is represented by a value between -128 and
127. This parameter is used to calibrate sensors or to adjust for
increased resistance due to long cable runs.

Values — Numeic

Limits — 0 to 255

Access — Read/Write
Data Type — Configuration

A.4.27 Broadcast Change Counts (Al, GI, AO and GO Point Types)

Description — This is the number of counts between 1 and 255 that the
measured vlaue of a point must increase or decrease by before the point
broadcasts a new value if global.

Values — Numeric

Limits — 0 to 255

Access — Read/Write

Data Type — Configuration
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A.4.28

A.4.29

A.4.30

A.4.31

Low Sensor Limit

High Sensor

Low Output

Description — The Low Sensor Limit represents a number within the
acceptable engineering unit range for the sensor associated with this
point. If the sensor produces a number below the value, the sensor is del-
cared inoperative (old).

Values — Floating Point Number
Limits — 0 to 255

Access — Read/Write

Data Type — Configuration

Limit (Al and GI Points Only)

Description — The High Sensor Limit represents a number within the
acceptable engineering unit range for the sensor associated with this
point. If the sensor produces a number above the value, the sensor is del-
cared inoperative (old).

Values — Floating Point Number
Limits — 0 to 255

Access — Read/Write

Data Type — Configuration

Limit

Description — Lower limit for analog value.
Values — Floating Point Number

Limits — 0to 255

Access — Read/Write

Data Type — Configuration

High Output Limit

Description — Upper limit for analog value.
Values — Floating Point Number

Limits — 0 to 255

Access — Read/Write

Data Type — Configuration
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A.4.32  Accumulator Type (Pl Point Types Only)
Description — There are 2 possible options for this item, as follows:
* 0=Reflective
* 1 =Integrating
Values — Numeric or String
Limits — 0, 1
Access — Read/Write
Data Type — Configuration

A.4.33  Scans Between Broadcasts (Pl Point Type Only)

Description — This is the number of point scans between 1 and 255
that will take place before the information is sent to indirect PI points in
other controllers.

Values — Numeric

Limits — 0 to 255

Access — Read/Write

Data Type — Configuration

Binary Value

Description — Value of digital point.
Values — Numeric

Limits — 0 to 255

Access — Read/Write

Data Type — Runtime

A.4.34  State Description (DI, DA, DM, DC and DO Point Types Only)

Description — Describes either an open or a closed state for a discrete
input or output point.

Values — Text

Limits — Maximum of 16 characters.
Access — Read Only

Data Type — Runtime

A4.35 Test
Description — Test attribute
Values — 0= 0Off, 1 =0On
Limits — n/a
Access — Read/Write
Data Type — Runtime
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A.4.36 Alarm

Description —

Values — 0 = Offline, 1 = Online
Limits — n/a

Access — Read Only

Data Type — Runtime

A.4.37 Alarm Inhibit

Description — Prevents nuisance alarms when a piece of equiptment is
off. It could, for example, be used to prevent an alarm from a CHW sup-
ply temperature point if a chiller isn’t running overnight.

Values — 0=0Off, 1 =0n
Limts — n/a

Access — Read Only
Data Type — Runtime

A.4.38 Alarm Acknowledge

A.4.39 Old Data

A.4.40 Manual

Description —

Values — 0=O0ff, 1 =On
Limits — n/a

Access — Read/Write
Data Type — Runtime

Description — Indirect points are flagges as old anytime an update
request is initiated and no response is received from the global point.

Values — 0=0Off, 1 =0On
Limits — n/a

Access — Read Only
Data Type — Runtime

Description — Manual attribute
Values — 0=0ff, 1 =0n
Limts — n/a

Access — Read/Write

Data Type — Runtime
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A.4.41 Analog Value

Description — Value of analog.
Values — Floating Point Number
Limts — 0to 255

Access — Read/Write

Data Type — Runtime

A.4.42 Momentary Duration

Description — The number of seconds during which the start or stop
output contact/relay is energized when the appropriate command is
issued.

Values — Numeric

Limts — 0to 255

Access — Read/Write
Data Type — Configuration

A.4.43 Time in State

Description —

Values — Numeric

Limts — 0to 255

Access — Read/Write
Data Type — Configuration

A.4.44 Conversion Coefficients

Description — Coefficient to be selected from Conversion Coefficient
editor.

Values — Numeric

Limts — 0to 255

Access — Read/Write

Data Type — Configuration

A.4.45 Engineering Units
Description — Unit to be selected from Engineering Units editor.
Values — Numeric
Limts — 0to 255
Access — Read/Write
Data Type — Configuration
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A.5 DDC Lines Data Items

A.5.1 Value

DDC Lines is a display value. There is no control over these values from
OPC clients. They are read only.

The default item name to be exposed to OPC client applications shall
describe the DDC line address number as (<link > <station > <MRNum-
ber > <LineNumber > ).

Note

The MR Number is only used as part of the address in support of 7792
and 7793 series of controllers.

Description —

Values — Floating Point Number
Limits — 0to 255

Access — Read Only

Data Type — Runtime

A.6 MR DDC Line Items

Description — DDC line numbers.
Values — Floating Point Number
Limits — 0to 255

Access — Read Only

Data Type — Runtime
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A.7 DDC Modules and MR DDC

OPC Clients have the ability to monitor or control the setpoint constant
parameter of the Two Position, PID and Floating DDC Module Types.

The default item name to be exposed to OPC Client applicaitons shall
describe the DDC module address number as (<link > <station >
<MRNumber > <ModuleNumber > ).

7  Note

The MR number is only used as part of the address in support of 7792
and 7793 series of controllers.

A.7.1 Name

Description — DDC module name.
Values — Text

Limits — Maximum of 16 characters
Access — Read Only

Data Type — Configuration

A.7.2 Number

Description — DDC module number
Values — Numeric

Limits — 0 to 64

Access — Read Only

Data Type — Configuration

A7.3 Sample Interval (2 Position, PID, Float, Reset, HiLo, Relay and

Calc)

Description — A Sample Interval is a number between 1 and 255 that
represents the number of seconds between module outputs.
Values — Floating Point Number
Limits — 0 to 255
Access — Read Only
Data Type — Configuration
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A7.4 Setpoint (2 Postion, PID and Float)

Description — The Setpoint represents the desired value of the input
point being controlled.

Values — Text

Limits — Maximum of 16 characters
Access — Read/Write

Data Type — Configuration

A.7.5 Setpoint Offset (2 Position, PID and Float)

Description — You owuld use a setpoint offset if your setpoint has
been defined as a line or point. A Setpoint Offset can have a value
between 0 and 100. 0 is the default.

Values — Numeric

Limits — 0 to 255

Access — Read Only

Data Type — Configuration

A.7.6 Setpoint Differential (2 Position)

Description — The Setpoint Differential represents the degree of pre-
cision for a module. Differential is the range over which no action takes
place. A 0 value is used for precision control. A larger Value is used for
less precise control.

Values — Numeric

Limits — 0 to 255

Access — Read Only

Data Type — Configuration

A7.7 Setpoint Low Limit (2 Position, PID and Float)

Description — Defines the lower limit of the Setpoint (not the process
variable input). The module declares the Setpoint invalid if the Setpoint
value drops below the input low limit. The default value is 0.

Values — Floating Point Number
Limits — 0to 255

Access — Read Only

Data Type — Configuration
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A.7.8 Setpoint High Limit (2 Position, PID and Float Only)

Description — Defines the upper limit of the Setpoint (not the process
variable input). The module declares the Setpoint invalid if the Setpoint
value rises above the input high limit.

Values — Floating Point Number
Limits — 0 to 255

Access — Read Only

Data Type — Configuration

A.7.9 Process Variable (2 Position, PID and Float Only)

Description — This is the input for the module (i.e. point, line or con-
stant which represents the value of the process being controlled).

Values — Text

Limits — Maximum of 16 characters.
Access — Read Only

Data Type — Configuration

A.7.10 2 Position Output (2 Postion, PID, Reset, Relay and Calc Only)

Description — You can diirect the output of a module to a line or point.
Values — Text

Limits — Maximum of 16 characters.

Access — Read Only

Data Type — Configuration

A.7.11  PID Output

Description —

Values — Text

Limits — Maximum of 16 characters.
Access — Read Only

Data Type — Configuration

A.7.12  Fail Safe
Description — Fail safe position.
Values — 0=0ff, 1 =0n
Limits — n/a
Access — Read Only
Data Type — Configuration
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A.7.13 Mode
Description — Mode control
Values — Numeric or String
Limits — 0,3
Access — Read Only
Data Type — Configuration
A.7.14  Output Low Limit (PID and Reset Only)
Description — Output low limit (PID and Reset only)
Values — Floating Point Number
Limits — 0 to 255
Access — Read Only
Data Type — Configuration
A.7.15 Output High Limit
Description — Output high limit.
Values — Floating Point Number
Limits — 0 to 255
Access — Read Only
Data Type — Configuration
A.7.16  Reset Output
Description — Reset output.
Values — Text
Limits — Maximum of 16 characters
Access — Read Only
Data Type — Configuration
A.7.17 Reset Output Low Limit
Description — Low limit of Reset output.
Values — Floating Point Number
Limits — 0 to 255
Access — Read Only
Data Type — Configuration
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A.7.18 Reset Output High Limit
Description — Reset Output High Limit

Values — Floating Point Number
Limits — 0 to 255

Access — Read Only

Data Type — Configuration

A.7.19  Primary Input 1
Description — Primary input.
Values — Text
Limits — Maximum of 16 characters.
Access — Read Only
Data Type — Configuration

A.7.20 Secondary Input 1

Description — Secondary input
Values — Text

Limits — Maximum of 16 characters.
Access — Read Only

Data Type — Configuration

A.7.21 DI=0
Description —
Values — Text
Limits — Maximum of 16 characters
Access — Read Only
Data Type — Configuration
A.7.22 DI=1
Description —
Values — Text
Limits — Maximum of 16 characters
Access — Read Only
Data Type — Configuration
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A.7.23 DI Select

Description —

Values — Text

Limits — Maximum of 16 characters.
Access — Read Only

Data Type — Configuration

A.7.24  Relay Output

Description —

Values — Text

Limits — Maximum of 16 characters.
Access — Read Only

Data Type — Configuration

A.7.25 Relay Type
Description — There are 4 possible options for this item, as follows:
* 0= Standard
* 1 =Delay before make
* 2= Delay before breake
* 3 =Interval timer
Values — Numeric or String
Limits — 0,3
Access — Read Only
Data Type — Configuration

A.7.26 2Pos_Output

Description —

Values — Text

Limts — Maximum of 16 characters
Access — Read Only

Data Type — Configuration

A.7.27  Primary Input 2

Description —

Values — Text

Limts — Maximum of 16 characters
Access — Read Only

Data Type — Configuration
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A.7.28 Secondary Input 2

Description —

Values — Text

Limts — Maximum of 16 characters
Access — Read Only

Data Type — Configuration

A.7.29  Primary Output 1

Description —

Values — Text

Limts — Maximum of 16 characters
Access — Read Only

Data Type — Configuration

A.7.30  Primary Output 2

Description —

Values — Text

Limts — Maximum of 16 characters
Access — Read Only

Data Type — Configuration

A.7.31 Secondary Output 1

Description — This output value, in engineering units of the controlled
variable, offsets the setpoint derived by the primary input/output sched-
ule of the Reset module.

Values — Text

Limts — Maximum of 16 characters
Access — Read Only

Data Type — Configuration

A.7.32  Secondary Output 2

Description — This output value, in engineering units of the controlled
variable, offsets the setpoint derived by the primary input/output sched-
ule of the Reset module.

Values — Text

Limts — Maximum of 16 characters
Access — Read Only

Data Type — Configuration
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A.7.33  Primary Select

Description — This item can represent a line, point, or constant. It is
most commonly a point, usually a sensed variable such as outside air
temperature. It can also be a line that is output from another module, or
a constant. In an MR- or ASC-resident module, only a line or point can
be specified — a constant cannot be used.

Values — Text

Limts — Maximum of 16 characters
Access — Read Only

Data Type — Configuration

A.7.34  Secondary Select

A.7.35 Time Delay

Description — This item can represent a line, point, or constant. This
input secondarily resets the output from the Reset module. In an MR- or
ASC-resident module, only a line or point can be specified — a constant
cannot be used.

Values — Text

Limts — Maximum of 16 characters
Access — Read Only

Data Type — Configuration

Description — This item shows the number of seconds defined for the
interval timer, delay-before-break, and delay-before-make relays. The
default is zero seconds. Time delays are not used by the standard relay.

Values — Floating point number
Limts — 0 to 86,400

Access — Read Only

Data Type — Configuration
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A.8 Slave Schedule Type Data Items

A Point Schedule is an extension of an I/NET Discrete Output (DO) or
a discrete Control (DC) point type.

OPC Clients are not capable of editing existing Point Schedules (Indi-
vidual, Master or Slave) within the I/NET system, nor can point sched-
ules be created by an OPC Client application.

A.8.1 Schedule Type

Description —

Values — Numeric or String
Limits — 0,3

Access — Read Only

Data Type — Configuration

A.8.2 Master

Description —

Values — Numeric or String
Limits — 0,3

Access — Read Only

Data Type — Configuration

A.8.3 Temporary Sunday
Description —
Values — Numeric or String
Limits — 0,3
Access — Read Only
Data Type — Cofiguration

A.8.4 Temporary Monday
Description —
Values — Numeric or String
Limits — 0,3
Access — Read Only
Data Type — Configuration
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A.8.5 Temporary Tusday
Description —
Values — Numeric or String
Limits — 0,3
Access — Read Only
Data Type — Configuration

A.8.6 Temporary Wednesday
Description —
Values — Numeric or String
Limits — 0,3
Access — Read Only
Data Type — Configuration

A.8.7 Temporary Thursday
Description —
Values — Numeric or String
Limits — 0, 3
Access — Read Only
Data Type — Configuration

A.8.8 Temporary Friday
Description —
Values — Numeric or String
Limits — 0,3
Access — Read Only
Data Type — Configuration

A.8.9 Temporary Saturday
Description —
Values — Numeric or String
Limits — 0,3
Access — Read Only
Data Type — Configuration
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A.8.10 Action1-17

Description —

Values — Numeric or String
Limits — 0,3

Access — Read Only

Data Type — Configuration
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B Troubleshooting

This section addresses common issues that may arrise while you are
configuring or using the TAC OPC Server for I/NET.

"Failed to get class details" error occurs within client app.

If you receive this error when your client application attempts to con-
nect to the TAC OPC Server for I/NET, it indicates that the OPC server
class was not registered properly during installation. The following
solutions are available for this issue:

Remove and reinstall the TAC OPC Server for I/NET
_ OR —
*  Manually register the class as follows:

a  Open a command prompt window by selecting Run... from
the Windows Start button, type Cmd in the text field and
select OK.

b At the command prompt, issue a command to change to the
OPC server installation directory. For example:

cd \Program Files\TAC Inet OPC
¢ At the command prompt, issue the following command:

INetOPCServer.exe -RegServer

Difficulty penetrating a password-potected I/NET controller

When you attempt to penetrate a password-protected /NET controller
from I/NET Access, you must enter either a level 3 or a level 4 pass-
word. Level 1 and 2 passwords do not provide access to the controller
from within I/NET access. Refer to your I/NET documentation for a
description of each level of controller access.

I/NET points containing an exclamation point (!) in their
name are not visible within OPC client applications

The TAC OPC Server for I/NET does not support the use of exclama-
tion points within point names. Points containing an exclamation point
in their name are not visible from within an OPC client application.
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A point in I/NET Access is not visible within my OPC client
application.

Make sure that the point name does not match the name of any OPC tag.
Controllers have OPC tags just as they have points. These points also
have OPC tags. The name of the I/NET point cannot match the name of
any OPC tag. Even if the capitalization of the point is different then that
of the OPC tag, your client application may not distinguish the differ-
ence and may therefore fail to recognize the point. Refer to Chapter A,
“I/NET Items”, on page 129 for the OPC tag names that are assigned to
I/NET items.

After editing a master time schedule, associated slave time
schedules become inaccessible.

If you edit a master time schedule and delete all of its action lines, asso-
ciated slave time schedules become inaccessible from within OPC cli-
ent applications. The slave time schedules remain inaccessible even if
you repopulate the master time schedule. You must use I/NET to delete
and re-add the associated slave ATS point extensions in order to regain
access to the slave time schedules from within OPC client applications.
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